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ABSTRACT

Routingoverlayshave becomea viable approachto working aroundslow
BGPcon/ergenceandsub-optimapathselectionaswell asto deplg novel
forwardingarchitecturesA commonsub-componertf aroutingoverlayis
aroutingmesh the route-selectioralgorithmconsidersonly thosevirtual
links—internodelinks in an overlay—in the routing meshratherthanall
N 2 virtual links connectingan N -nodeoverlay Doing soreducesouting
overhead therebyimproving the scalability of the overlay aslong asthe
procesof constructinghe meshdoesnt itself introduceoverhead.

This paperproposesand evaluatesa low-cost approachto building a
topology-avare routing meshthat eliminatesvirtual links that containdu-
plicate physicalseggmentsin the underlyingnetwork. An evaluationof our
methodon PlanetLabshavs thata conserative link pruningalgorithmre-
ducesrouting overheadby a factor of two without negatively impacting
route selection. Additional analysisquanti es the impacton route selec-
tion of de ning anevensparsemeshon top of thetopology-avare routing
mesh,documentinghe cost/bene ttradeof thatis intrinsic to routing. It
alsoshaws thatconstructinga sparseroutingmeshon the topology-avare
routingmesh—rathethandirectlyonthelnternet—itselbene tsfrom hav-
ing the reducednumberof duplicatephysicalsegmentsin the underlying
network, whichimprovestheresilienceof theresultingroutingmesh.

Categoriesand Subject Descriptors
C.2[Computer-Communication Networks]: General

General Terms
Design,Algorithm
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1. INTRODUCTION

Routingoverlayshave recentlybeenproposedsanapproacho
improving therobustnessperformanceandfunctionalityof paclet
delivery over the Internet[4, 6, 7, 8, 14,15, 27, 30]. To improve
robustnesspverlaysrapidly nd analternative pathwhenthe cur
rent BGP-prwvided routefails [16, 26]. To improve performance,
overlaysselectthe bestof multiple alternatie paths. To improve
functionality overlaysrun application-speci ccodeon intermedi-
atenodegq30]. Routingoverlaysaccomplishthesegoalsby moni-
toring the available paths,resultingin a fundamentatrade-of be-
tweenhow aggressiely theoverlaymonitorsthenetwork (i.e.,how
mary alternatvesit monitorsandhow frequentlyit probesthem),
andthesizeto whichtheoverlayis ableto scale.

Existing routing overlaystypically treatthe Internetasa black
box, relying on end-to-endperformancemeasurement@rimarily
lateny probes)to selectroutes. In RON [4], for example,each
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nodeactively monitorseachof theothernodeswatchingfor oppor
tunitiesto useanindirectpaththroughanintermediatenodeshould
thedirectpathfail or suffer from lesserperformanceEvidencein-
dicatesthatsuchanN ? approachs ableto scaleto approximately
50 overlaynodes.

In generalpnecanview aroutingoverlayasconstructinga sub-
stratefor routing paclets, often called a routing mesh and then
monitoringthevirtual links onthis meshto selecthebestroutebe-
tweenary pair of nodes.RON usesafully connectedneshwhere
eachvirtual link correspondso thedefault Internetpathbetweera
pairof nodes.An alternatveis to rst build amoresparsemesh—
onewith fewerthanN ? edges—anthenactively monitoronly the
edgesin this meshto selectroutes.If onecould constructa sparse
meshthat eliminatesvirtual links (meshedges)hat are never se-
lectedby the routing algorithm, then probing costswill go down
andscalabilitywill improve without harmingthe overlay's ability
to selectgoodroutes. If the overlay wishesto further prunethe
mesh,ideally suchpruningwill tradeoff goodnesgor sparseness
in areasonablevay.

This raisesthe questionof how to bestselectwhich virtual links
to keepin theroutingmesh. An approactusedby several single-
sourceapplication-leel multicastoverlays[6, 7, 8, 14] is to con-
structa self-oiganizingrouting mesh. Like RON, hawever, such
systemsalsotreatthe Internetasa black box, anddependon end-
to-endperformancemetricsto determinewhich nodesshouldpeer
with eachotherin themesh.

Anotherapproachs to exploit statictopologyinformationabout
theInternetto build aroutingmeshthatis representate of the un-
derlying physicalnetwork [19]. Theresultingrepresentativenesh
attemptsto eliminatevirtual links (meshedges)that have dupli-
catephysicalsggmentsin the underlyingnetwork. A representa-
tive meshcanbe de ned at differentlevels of granularity—e.g.at
the autonomoussystem(AS) level or at the router level—but in
general selectingvirtual links that shareasfew underlyingphysi-
callinks aspossiblebothreducegedundantraf c onthe physical
links andeliminatesfatesharingin the caseof link failure.

This paperdescribesindevaluatesasystemgalledPLUTO, that
builds a representate meshto be usedby routing overlays. We
extenda preliminaryanalysisof a representate mesh[19] by in-
troducingPLUTO in two stages.First, we presenta conserative
heuristicto identify andremove meshedgesthatdo not contritute
to routeselection,we call theseedgesedundansincethe routing
algorithmis likely to selectotherindirectpaths.This heuristicuses
only passie measurementand seldom-changingopology infor-
mationsuchasAS-level topologyandgeographicainformation; it
doesnot itself addto monitoring overhead.Experimentson Plan-
etLab[24] shav thatusingthis heuristic,PLUTO is ableto reduce
monitoringcostswith maiginal negative impacton routeselection.



In the secondstage ,we explore the cost/bene ttrade-of in more
detail. Speci cally, we evaluatethe impactof pruningthe mesh
constructedn the rst stageevenfurther, but atthe costof impact-
ing the overlaysability to selectthe bestpossiblepaths.

2. REPRESENTATIVE MESH

A factor in the scalability of ary routing overlay is the total
amountof overhead—Iinkprobesandrouteupdatedissemination—
thatit introducesinto the network. Theintuition is thatary reduc-
tion of total overheadproducedby an overlay of a particularsize
providesanopportunityto scalethe overlayto morenodes.

Generallyspeakingreducingthe numberof virtual edgesn the
routing meshis the simplestway to cut down the overhead.More
formally, supposeoverlay networks useping to measurenetwork
propertiesperiodically at the rate of p per peerandemploy a link
statealgorithmto disseminatéhe updateat the rateof r per peer
Also supposehe overlay nodei hasn; neighborsin a meshwith
N overlaynodes(l1 i N). Thetotal pingtrafc P andlink
statetrafc R in theentiremesharegivenasfollows.
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where = E=N? is the edge-reductioparameteindicatingre-
ductionin thenumberof virtual links E = I; n; versusthefully
connectednesh.( = 1 meanghegraphis fully connected.}or
example,a methodthat sets  to be inverselyproportionalto N
makesP andR proportionalto O(N ) andO(N 2), respeciiely.

Althoughit is straightforvard to createa sparserrouting mesh
by removing virtual edgesat random, this approachmight elim-
inate a link with good network properties;in the worst case,the
network mightbecomepartitioned.The questioris how to remove
virtual links to de ne a sparsebut usefulroutingmesh.This prob-
lem is immediatelycomplicatedby the fact that routing overlays
sometimesimto achieve resilience Evenif avirtual link performs
poorly, we maywishto retainit in themeshfor usewhenotherlinks
fail. It isimportantto cover asmary independentoutesaspossible
in the underlyingnetwork, which contradictsour goal of eliminat-
ing asmary virtual links aspossible.Supportingrouting overlays
suchasRON complicateghis problemfurther, sinceunlike for sin-
gle sourcemulticastoverlays,we needto supportresiliencefor all
possiblepairwiseconnectionsan unnecessaryirtual link for one
couldbeacrucialonefor others.

Accordingly the insightinto solving this problemis to elimi-
natea directvirtual link whentherearealternatemulti-hop virtual
links bearingsimilar network characteristicsSincethegoalis scal-
ability, inexpensve informationmustbe exploited: eitherstaticor
passie informationthat the Internethasalreadycollectedfor its
own operation.The meshbuilding stratgy usesinexpensve hints
to nd setsof threevirtual links, suchthatonevirtual link is almost
identicalin the underlyingphysicaltopologyto the concatenation
of the othertwo virtual links. For eachsuchset,the strateyy re-
moves the former virtual link sinceit is expectedto bearsimilar
network propertiego thecombinatiorof thelattertwo. As aresult,
duplicatesegmentsin the underlyingnetwork are removed from
the routing mesh,yielding a meshthat resembleghe underlying
topologyasmuchaspossible. This routing meshis referredto as

The rst inequality in (2) follows from ; n?
( Nyn)2=N = E2=N since N, (ni  n)? 0 where
n = N.ni=N = E=N. The second follows from

N, n2 NE. We expressP andR in termsof andN
insteadof E andN for thesale of simplicity in our discussion.

a (physically)representativanesh Althoughthe meshmay intro-
ducemore hopsin the optimalroute, it is often not necessaryor
every nodealongthe pathto forward paclets. We will discusghis
in moredetailin Sectior4.6.

3. PLUTO ARCHITECTURE

This sectiondescribesPLUTO (PlanetLabUnderlay Topology
servicesor Overlay Networks), which de nes a two-layerrouting
hierarchy The bottomlayer supportsa topolagy discovery service
that reportsstatictopology information aboutthe underlyingnet-
work, typically extractedfrom informationthatthe Internethasal-
readycollectedfor its own operation. Theupperlayerbuilds arep-
resentatie meshusingthe topology discovery service. Although
PLUTO wasdesignedandimplementecbn PlanetLabwe believe
thatis usefulfor genericoverlay networks.

3.1 TopologyDiscovery

PLUTO implementstwo topology discovery operations. The
rst,

Path = GetASPath(src, dst)

returnsthe veri ed AS path traversedby paclets sentfrom IP ad-
dresssrc to IP addresslst. Notethatthis operationmapsa pair of
network pre x esto thesequencef AS numberghatconnecthem,
muchlikeaBGProutingtablemapsanetwork pre x toanAS path.
Also, thisoperatiormustlimit thesrc anddst to addressesf over-
lay nodeshecaus®LUTO needsa point-of-presencwithin anAS
in orderto resol\e this query Theseconcbperation,

PG = GetASGraph()

returnsthe peeringgraph (PG) for the Internet. This graphrepre-
sentghecoarse-graifAS-level) connectvity of thelnternetwhere
eachvertex in PGcorrespondso anAS, andeachedgerepresenta
peeringrelationshipbetweemSes.Thelnternetdoesnot currently
publishthe completePG, but it is easyto constructanapproxima-
tion of the PG by aggregating BGP routing tablesfrom multiple
vantagepointsin the network, asis currently doneby siteslike
RouteViews [3] and FixedOrbit[1]. Thatis, an edgeexists be-
tweenary two verticesX andY in PGif someBGProutingtable
containsa pathin whichASesX andY areadjacent.

Figure 1 sketchesthe implementationof thesetwo operations.
We assumeeachAS that hostsone or more overlay nodeshasa
BGP routerthatfeedsBGP updatedo a PLUTO service.A given
overlay nodesendsone of the abore queriesto the local PLUTO
service,which answerghe queryimmediatelyif it can,otherwise
it redirectghe queryto anappropriattPLUTO servicethatcanan-
swerthequery Theanswerto the queryis thencachedn thelocal
PLUTO service. For example, supposehe overlay nodelPy in
the gure issuesa GetASPath queryto learnthe AS pathbetween
IPy andIP,. The PLUTO servicein AS X determineghat IPy
is locatedin AS Y usingthe translationservicedescribecbelow,
andredirectsthis queryto the PLUTO servicein AS Y sincethis
instanceof PLUTO shouldbe ableto answerthe queryaboutAS
pathsoriginatingfrom AS Y .

Notethatwhile PLUTO assumethata BGPfeedis availablein
every AS, thisis dif cult in practice.Thus,for the sale of evaluat-
ing PLUTO, we developedan“AS Traceroute’serviceasa partof
the GetASPath operation.Theimplementatiortranslates tracer
outeresultinto an AS path usingthe translationservice,thereby
emulatinga BGP-basedmplementatiorof GetASPath. SinceAS
pathshave no cycles,we modi ed thetraceroutgrogramsothatit
performsabinarysearctor AS boundariessendingnultiple UDP
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Figure 1: PLUT O topology discovery sub-sewrices

probingpacletsin parallel. SinceAS hop countis muchlessthan
routerhopcount,thismethodsuppressegrobetraf ¢ signi cantly.
PLUTO alsocachesAS pathsderivedin this way, andupdateghis
informationinfrequently

In addition to thesetwo topology-relatedoperations,PLUTO
alsoprovidesthreetranslationservices.The rst,

Geolnfo = IP2Geo(addr)

returnsgeographicainformationGeolnfo correspondingo thegiven
IP addr. This informationincludesthe longitude/latitudecoordi-
nateswherethe correspondingnachineis located. Currently we
assumehe overlay nodesreporttheir own geographicalocations
with their IP addresse® PLUTO.

In thispaperwe oftencomputegeographidistancebetweertwo
points using longitude and latitude. This distanceD (alongthe
greatcircle) is easilydervedasD = R arccogsin 1 sin 2 +
cos 1 cos » cos( 1 2)], whereR is theradiusof the Earth,
(1; 1),( 2; 2) are(latitude,longituderoordinategin radian)of
two points.

Thesecondperation,

ASN = IP2AS(addr)

returnsthe AS numberASN thatthegivenIP addr belongsto. This
canbe doneby selectingthe routein a BGP tablethat matchesa
givenIP addressandtheninferring thatthelastAS numberonthe
pathin thatrouteis the AS thatcontainghenodewith thegivenad-
dress.We take a simplerapproactthanthatof Maoetal. [18] and
male this inferenceusing a collection of BGP tablesto improve
theaccurag. We alsotake the InternetExchangePoints(IXP) ad-
dressesnto account[2]: if a given IP addresscorrespondgo an
IXP andif thatIXP hasan AS number reportit; otherwisereport
thatit is anIXP withoutan AS number
Thelastoperation,

PoPInfo = AS2PoP(ASN)

returnspoint-of-presencéPoP)informationPoPInfo for the given
AS numberASN. Thisinformationincludesthelist of IP addresses
and geographicalocationsof PoPsof the AS of ASN. PLUTO
currentlyregistersPoPgeographicalocationsof 68 large ASesob-
tained from Rocletfuel[29]. This informationis expectedto be
updatedvery infrequently

3.2 Mesh Construction

Weimplementameshconstructiorservice calledPLUTO-Mesh,
ontop of topologydiscovery operationgustdescribedTheservice
constructanAS-level representalie meshusingpassie andstatic

information.We currentlyassumevery nodehasallist of theother
nodesin the overlay network at the time the meshis created al-
thoughit would be straightforvardto periodicallyupdatethe mesh
to incrementallyincorporatenew nodes.However, theintentis that
the meshnot changefrequently but instead,the routing overlay
running on top of the meshrun its own membershipprotocolto
determinewhich nodesandlinks in the meshare currently “up”.
Thatis, rapidly adjustingto nodegjoining andleaving the meshis
viewed as part of the routing problemratherthan the meshcon-
structionproblem. For overlaysthatinclude both a stablecore of
nodesa dynamicsetof end-usemnodes,a hybrid approachwould
berequired.

3.2.1 AS-LevelPruning

PLUTO-Meshidenti es and removes topologically redundant
virtual links (at the AS level) betweenoverlay nodes,or saidan-
otherway, retainsonly thoseedgesthat we can determineto be
independenin the underlyingAS-level network. It doesthisin a
distributedfashion. Thatis, aninstanceof PLUTO-Meshrunson
eachoverlay node,anddeterminesvhich otheroverlay nodesare
neighborsin the meshbasedon callsto the GetASPath (andop-
tionally GetASGraph) operations.The entire global meshcould
be formed by aggreating theseneighborsets,but mary routing
overlaysmaintainonly immediateneighborsetsat eachnodeand
do not needthe globaltopology

Our approachis limited to edgesthat can be removed without
building a global picture of the network. An alternatve stratgyy
would befor a centralauthorityto collectglobalnetwork informa-
tion, build the entire mesh,and distribute it throughoutthe over
lay. We opt for alocalizedapproacHor reason®f scalabilityand
cost—e.g.,it is practicalto updatethe meshwheneer AP paths
change—althougthe resultingmeshmay not be assparseasthat
produceddy a centralizedalgorithm.

Our algorithmprunesan edgefrom the local nodeu to remote
nodev if the AS pathfrom u to v includesAS W, suchthatthere
is anoverlay nodew thatis locatedwithin AS W . This scenarids
illustratedin Figure2(a). Althougheachnodeu runsthis algorithm
locally, it will not causea resultingmeshto be partitioned,since
it prunesthe edge(u; v) only whenit nds a physically similar
alternatepathto reachv.

In addition,we pruneedge(u; v) shouldan intermediatenode
w residein an AS thatis directly connectedo the pathfrom u to
v, asillustratedin Figure2(b). PLUTO MeshusesGetASGraph
to narrav the scopeof candidateintermediatenodes. Whenthe
links into andout of the AS thatcontainsw arepoor, our algorithm
may prunea betterdirectedgefrom u to v. In orderto avoid this
situation,we optionally nd out morepreciseinformation. For ex-

(a) TopologyA

(b) TopologyB

Figure 2: Black dots u, v, and w denoteoverlay nodesand the
white dots denoterouters. Virtual link (u; v) is redundantand
can be removed from the mesh, sinceedges(u; w) and (w; V)
connectu to v.
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ample,we estimatdateny from u to w andfrom u to v usingthe
lateny estimatordiscussedh 5.1,anddo not prunethe edgeif the
differenceis greatetthansomethreshold Notethatthis scenaricof
pruningrequirescomplex coordinationbetweennodesso that the
network maynotbepartitioned.In this paperwe focusonly onthe
scenaricshaw in Figure2(a).

3.2.2 Geo-BasedPruning

Althoughour algorithmis very straightforvard, AS-level infor-
mation may be too coarse-grairto producea satishctory result,
especiallywhenwe have large ASesspanninga continent.In Fig-
ure2(a),if ASW is across-countnAS, thedefault path(u; v) and
its indirection path (u; w; v) may not have mary duplicateroute
hops,andsomaynotbearsimilar network propertiego (u; v). We
have alsoimplicitly assumedhat thereis only one overlay node
per AS and have not dealtwith the casewherethereare multiple
nodesin (especially)arge ASes.Onesimplesolutionis to let one
of the nodesbe a representate of the nodesin its AS. However,
sincethe AS in questioncancover a large area,this approachwill
notalwayswork well.

To resohe theseproblems,we implementa discriminatorthat:
(1) preseres good direct links, and (2) selectsamongmultiple
nodesin asingleAS. The basicideabehindthe discriminatoris to
usegeographicalnformationprovided by the IP2Geo translation
service.lt usesthe geographicalocationof the nodesandPoPsof
cross-countnASesfrom the AS2PoP service,andleverageswo
assumptions(1) large ASesarewell-connectedhence geograph-
ical distancewithin AS shouldbe highly correlatedwith lateng,
and(2) regional ASesare connectedo the geographicallynearest
PoPsof alarge AS.

PreservingGoodLinks

Our stratay is to prunethe default path(u; v) whenwe expectthe
path(u; w; v) hassimilar network propertiesusingonly AS-level
information. Figure 3(a) illustratesthe ideawith a simple mesh
createdusingthealgorithmde ned up to this point. It containssix
nodesspanningsix ASes: UW, Princeton,Duke, UCDavis, Abi-
lene, and UWisc. In this case,Abilene is a large AS spanning
the U.S.; we selectan overlay nodein the middle of the country
This meshformsatreerootedat Abilene, sinceevery AS pathbe-
tween ASes other than Abilene goesthrough Abilene; our algo-
rithm hasprunedadirectlink (u; v) andreplacedt by theindirect

path(u; w; v), wherein this casew is anodein Abilene.

Figure 3(b) compareghe directlateny between(u; v) andthe
indirect lateny of (u; w;Vv), shaving only the lateny between
pairswherewe prunethe directlinks. In otherwords,this gure
compareshe latengy before/aftepruning(u; v). As canbeseen,
exceptfor acoupleof anomaliesdirectlateng andindirectlateng
arealmostthesame We seeanomalougasedor (PrincetonDuke)
and(UW, UCDavis) whereindirectlateng is muchhigherthanthe
directlateng.

Thereasonis thatat the routerlevel, pacletstravel throughthe
PoPsof Abilenethatarecloserto the endpoints. For example,be-
tweenUW and UCDuvis, paclets go throughPoPsat Seattleand
Sunryvale, while betweenPrincetonand Duke, they go througha
PoPin WashingtorD.C. Thereforejf we rely ononly AS-level in-
formation,we might prunegooddirectlinks whenwe have alarge
crosscountry AS alongthe route. It is necessaryo avoid getting
rid of thesedirectlinks.

& PoP i
® Node

Vorono\i S
Diagram
by PoPs

ASW
(Cross-Country) ,/ i ASV
/l e

Figure 4: Meshalgorithm 1 (presewing gooddir ectlinks)

Figure4 illustrateshow ourdiscriminatomworksto presere good
directlinks. Supposeve considerremaving directlink (u; v) be-
causewe believe indirectlink (u; w;v) hassimilar network prop-
erties.In orderto assess¢helateny differencebetween(u; v) and
(u; w; V), we rst draw avoronoidiagramusinggeographicalo-
cationsof PoPs.Thevoronoidiagrampartitionsthe spacesuchthat
eachcell containsxactly onePoPandevery pointin agivencell is
closerto thatcell's PoPthanto ary otherPoP We thenidentify the
nearesPoPsin W, P, andP, for thenodesu andv, respectiely.
As mentionedwe assumehatregional ASesconnecto the near
estPoPof the cross-countnAS they subscribeo; this meansfor
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Figure5: Meshalgorithm 2 (discriminating multiple nodes)

example thatpacletsfrom u will enterASW atP, . Wenext com-

parethegeographicaflistanceD 1 andD , andif D, differssignif-

icantly from D 1, we electto keepthedirectedge(u; v). Here,we

assumehatalarge AS shouldbewell connectedso geographical
distanceshouldre ect lateng. More speci cally, we de ne paclet

traversaltime difference t = jD;  D2j=v wherev is effective

light speedn ber discussedn moredetailin Section5.1.2,and

if t> t,wekeepthedirectedge. We currentlyset t to

5 msec,which successfullremovesthe anomalougointsin Fig-

ure3(b).

DiscriminatingMultiple Nodes

Another questionis how we connectnodeswhenwe have multi-
ple nodesin the sameAS. Figure5 shavs how our discriminator
solwves this problemin two steps. Note that every noderunsthe
samealgorithmlocally.

[Stepl: Classifying Nodes]Supposave have 4 nodesN 1 to N4
and4 popsP; to P4 in AS X . First, we subdvide the AS into
voronoicellsby PoPs.PoPsP; andP; eachhave 1 node,P3; has
2 nodes,and P4 hasno nodes. We then classify nodesas either
activeor inactive the nodeclosestto the PoPin eachvoronoicell
is consideredactive andall othersareinactive. Similarly, we call
a PoPactive whenit hasat leastone node;PoPswith no overlay
nodesn their cellsareconsiderednactive.

[Step2: Construct Virtual Edges]Oncewe identify active and
inactive nodes,we connectedgesbetweenall the active nodesin
thesameAS, andalsointerconnectctive nodesandinactive nodes
sharingthe samePoP In addition, we constructan edgefrom an
active nodeA to anotheractive nodeB (in a differentAS), when
A's PoPhasB's PoPin its region. At this point, we subdvide
AS X into voronoi cells by active PoPs. Figure 5(b) shavs that
active nodeN3 connectedgeto Ns sincePs hasNs's PoPPs in
its region.

PLUTO-MeshusesAS2PoP to obtainPoPlocationsfor agiven
AS. If it determineghat a particularAS is not amongthe regis-
teredlarge ASes,PLUTO usesthe nodewith the smallestiP ad-
dressamongthe nodesin the sameAS asa effective PoPlocation
for thatAS.

4. EVALUATION

Thissectiorreportsonexperimentsiesignedo evaluatePLUTO-
Mesh's ability to help routing overlays reduceredundanttraf c
without sacri cing performanceand resilience. Our experiments
use RON [4] asthe examplerouting overlay, since designinga

meshto supporta routing overlay like RON is more challenging
than supportinga single-sourcemulticastoverlay (e.g., [6, 7, 8,

14]). Ideally a routing meshshouldoptimizeall possiblepairwise
connectionsRON is soaggressie in monitoringlink behaior that
onecanview it asapproximatinghe optimal routeselectionstrat-
egy. The experimentsshav that our meshsuccessfullyremoves
super uousvirtual links and suppressesnnecessaryraf c with-

out deggradingthe performanceof the routing overlay A point of

emphasiswe useRON asaworst-casdenchmarlof overlayrout-
ing overhead;onewould not necessarilyun the unmodi ed RON

algorithmon top of the PLUTO-Meshfor reasongliscussedt the
endof this section.

4.1 RedundancyMetrics

It is undesirablefor multiple virtual links in a routing meshto
shareunderlyingphysicallinks, becausesharedhysicallinks rep-
resenta singlepoint of congestioror failureamongseeminglydis-
joint virtual paths. We de ne two metricsthattogetherattemptto
capturethe quality of a meshcomposeaf virtual links: resilience
andduplicates Theresiliencemetricindicateshov mary disjoint
minimum spanningtreesof virtual links we can iteratively “ex-
tract” from the mesh. The duplicatesmetric then quanti es the
disjointednes®f the underlying physicalpathsby countinghow
mary pairsof virtual links of the meshsharea physicallink. We
de ne two variantsof the duplicatesmetric, countingboth dupli-
cateAS hopsandrouterhops. For ary two mesheswith the same
resiliencewe prefertheonewith the smallerduplicatesmetric.

4.2 Experimental Setup

To evaluatethe meshconstructecoy PLUTO, we run onein-
stanceof RON (ronl ) onafully connectednesh,andat thesame
timeonthesamesetof nodesasecondnstanceof RON (ron2 ) on
topof PLUTO-Mesh.Werunbothinstance®f RON for 40 minutes
across60 PlanetLabnodesgeographicallydistributed throughout
the U.S. We thencomparerouting tablesandthe amountof trafc
both RON instancesave generated.

We modi ed RON slightly for our experiments. Although the
original RON implementatiorexchangedink-stateinformation
amongall nodesin the overlay, it calculatesonly single-hopindi-
rectionroutesasalternateroutesbasedon the obseration thatsin-
gle hopindirectiongivesusthebestalternatgpathmostof thetime.
We cannotrely on singlehopindirectionwith PLUTO-Meshsince
eachnodehasa limited numberof virtual neighbors Our modi ed
RON calculateghe optimalmulti-hop indirectionroute. Note that
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whenrunonthefully connectednesh this methodwill nd routes
thatareat leastasgoodasthosefoundby the original RON.

4.3 Mesh Sparseness

For the examplesetof 60 PlanetLabnodes,PLUTO-Meshcal-
culatesa representate meshwith 1968 directedvirtual links, as
opposedo 3540(=60x59)in thefully connectedrirtual topology
This reductionin the numberof virtual links ( =55.6%) greatly
suppressethetraf c of probesandroutedisseminationFiguress,
7, and 8 comparethe varioustrafc (ping, route dissemination,
andtotaltrafc respectrely) thatboth RON instancegenerateer
node. Notethatwe usetherouting overlayitself to bridgethe dis-
connectiity betweerthe public Internetandinternet2,andtheto-
tal trafc alsoincludestrafc resultingfrom disseminatingoutes
throughthe overlay Accordingto thesegraphs,on averageron2
carriesabout50% of thetrafc of ronl . Somenodes(especially
thoseat network cross-roadshave signi cantly lesstrafc since
thesenodesdo nothave mary virtual links.

4.4 Mesh Quality

Next, we examinewhetherwe have sacri ced performanceby
reducingthe numberof virtual links. To do this, we comparethe
optimal lateny and bandwidthbetweenevery pair of nodeson
ronl andron2 . The bandwidthof eachvirtual link is calculated
using TCP congestiorcontrolequationg11, 21] andthemeasured
lateny andlossrate. This is the sameasin the original RON,
and althoughit may not representeal throughput,it is a reason-

ablecomparisorpoint. We usethe modi ed Dijkstra algorithmto
calculatebandwidth-optimizegbaths[10, 28].

As Figures9(a)and9(b) shaw, theperformancelegradatiorfrom
usingPLUTO-Meshis minimal. Figure9(a) shavs thereis strong
correlationbetweertheoptimallateng in ronl andthatin ron2 .
Note 61% of routesonronl arebetterthanthe Internet. Figure
9(b) shaws the cumulative distribution of a Relative Delay Penalty
(RDP)andaRelatve BandwidthPenalty(RBP).RDPis calculated
asaratio of thelateny difference(ron2-ronl ) to thereference
lateny (ronl ). RBPis de ned asaratio of the bandwidthdiffer-
ence(ronl-ron2 ) to thereferencebandwidth(ronl ), andindi-
cateshow muchbandwidthwe losein ron2 versusronl .

Notethatsometimeston2 (onPLUTO-Mesh)canachie/e bet-
ter performancehanronl (onthe completemesh). We believe
thisis partly becaus¢hereexists some uctuation in routecorver
gence;also, becauseof the high-bandwidthusageincurredfrom
runningtwo instance®f RON, a densemeshhasa higherchances
of losingrouteupdates.

4.5 MeshRedundancy

We evaluatethe meshresilienceby extractingMSTs from both
graphs.Our off-line analysisshaws thatthe fully connectednesh
contains20 MSTs (i.e., resilience=20), while our meshincludes5
MSTs (resilience5). Although this metric may not shawv the ac-
tual resilienceof the mesh,it imply that our meshstill leavesus
the ample possibility of nding alternateroutesin casesomeof
the links go down. However, it is not fair to comparethe dupli-
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catesmetric betweernthe completemeshand PLUTO-Meshsince
their resilienceis signi cantly different. We explorethevalidity of
PLUTO-Meshin this regardin Section5.

4.6 Discussion

Theef cacy of ary topology-avaremeshconstructioralgorithm
dependson the underlyingtopology of a given overlay network.
PLUTO-Meshis no exception. This paperhasevaluatedour mesh
constructionalgorithmin PlanetLab,using about60 nodesgeo-
graphicallydistributedin the U.S. This setincludesboth nodesat
theedgeof thenetwork, aswell asatcross-roadmsidethenetwork
(e.g.,nodesco-locatedwith Internet2PoPs). Generallyspeaking,
our approaclworksbetterthemoreoverlaynodegherearecloseto
PoPsdnsidetheunderlyingnetwork. This shouldnotcomeasasur
prisesincemoreinterior nodegesultsin moreredundanedgeghat
canberemored. As an aside,althoughwe usedPlanetLabnodes
wherenodedistribution is biasedtoward GREN (Global Research
andEducationaNetwork) [5], our meshalgorithmis independent
of which kind of network the overlay belongsto. Thatis, the ad-
vantagesof runninga routing overlay may vary, but the value of
our edgereductionstrat@y is more dependenbn the breadthof
overlay coveragethanthe speci c link characteristics.

It appearghatthe moreoverlay nodesthereare,the greaterthe
opportunityto pruneedges.In previouswork [19], simulationson
datacollectedfrom RouteViews and PlanetLabBGP feedsshav
that the parameter = E=N? decrease$inearly asthe number
of nodesN increasesasshavn in Figure 10. Thatis, with 1000
nodeswe expectPLUTO-Meshto achieve abouta 70% reduction
( =30%)in routingoverheadThereis yetanothemway to interpret
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Figure 10: The reductionin the number of edges = E=N2 as
a function of the number of overlay nodes

theresultspresentedh this paper If our missionis to strateically
pick a setof nodesto constructa routing overlay, we needto con-
sidernot only scalabilitybut alsonodeplacementOur resultsim-
pliesthatit is obviously bene cial to include“inside” nodesrather
than“edge” nodes,andto run our meshalgorithmto signi cantly
reducethe overheadf routing.

Finally, apotentialobjectionto sparseoutingmeshess thatthey
could increasethe numberof overlay hopsin the optimal route.
This mayintroduceextra delayandpointsof failurein a RON-like
routing overlay that aims to achieve resilienceand performance.
We expectsuchrouting overlaysto use PLUTO in a smartway.
The insightis thatif (a partof) the optimal route consistsof the
default Internetroute,the routing overlay doesnot have to forward
the paclets throughthe intermediateoverlay nodes. PLUTO can
usethe AS informationto helpthe overlaybreakdown the optimal
routeinto a smallernumberof forwardinghops.

Forexample,supposé&ON onPLUTO choosesheoptimalover-
lay path(s; x; y; z; d), wheres, x, y, z, d areoverlay nodes,and
this translatesnto anAS path(S; X ;Y;Z; D). If RON canverify
(with PLUTO'shelp)thattheInternetroute(s; y) translatesnto an
AS path(S; X; Y) and(y; d) into (Y; Z; D), thenit doesnotneed
to forwardthe pacletthroughall the 3 intermediatehopsx,y,z, but
insteadit canuseonly oneintermediatehopy to forward paclets
to d. Thepointis thatthe overlayis alwaysfreeto usethe default
Internetroutes.

5. COST/BENEFIT TRADE-OFF

The PLUTO meshprovidesclearbene tsto routing overlaysby
enablingthemto reduceunnecessartraf c. Ourexpectationis that
this stratgy is sufcient to supportoverlayscontaininga few hun-
dredoverlay nodes provided they arereasonabhdistributed over
thelnternet.However, if thegoalof aroutingoverlaydesigneis to
scaleto athousandhodesthenthePLUTO meshmaynotbesparse
enough.For example,RON scalego about50 nodes(2500edges)
onthefully connectednesh.Assumingthatthenumberof edgesn
theroutingmeshis alimiting factorin the overlay's scalability we
expectthata RON-like overlay could scaleto a thousanchodesif
theunderlyingmeshhadonly afew thousandedges However, this
would requirethattheedgereductioncoefcient  besmallerthan
1%, andourresultsindicatethatthePLUTO meshcanachieze only
around70% edgereductionfor 1000nodes.Furtheredgepruning
is clearlynecessaryo enableroutingoverlayslike RON to scaleto
suchdimensions.Speci cally, it is necessaryo drasticallyreduce



, say inverselyproportionalto N so the resultingsparsemesh
will have anedgecountthatis linearin the numberof nodes.

This sectionevaluateghe costandbene t of furtherpruningthe
PLUTO meshto form aneven moresparsegraph. A moresparse
meshobviously reduceshetraf c for bothactive probingandroute
disseminationbut at the costof impactingthe overlay's ability to
selectthe bestpossiblepaths. To make the overlay topologyeven
more sparsewe needto rely on morethanAS topologyandgeo-
graphicalinformation. The problemis thatthis informationneeds
to beinexpensvely obtained otherwisewe have tradedone setof
expensve probesfor another Toward this end, we develop the
PLUTO Minimum Lateng Estimator(MLE) to predictthe paclet
roundtrip timesbetweeranarbitrarypair of nodesusingonly pas-
sive and infrequently updatedinformation. PLUTO MLE infers
the AS path betweenary two nodesbasedon the available BGP
data,andthen estimateghe lateny betweenthe nodesusingthe
geographidength of the inferred path. Our methoddoesnot ac-
tively probethe network at all, yet provideslateny estimateghat
areon-parwith otherapproacheike GNP[20].

Using PLUTO MLE, we thenconstructmoresparsaneshedy
building k minimumspanningreesonthePLUTO mesh,andeval-
uatethesparsenesgualityandredundang of theresultingmeshes.
A key advantageof theresultingk-MST meshis thatits edgecount
is linearin the numberof nodeswe expectthatsucha meshcould
enablearoutingoverlaylike RON to scaleto athousanchodes We
shaw thatpruninga representate meshinto a sparsemeshgrace-
fully degradesanoverlay's ability to selectthe bestpossiblepaths.
We alsoshav that building a sparsemeshon top of the PLUTO
Meshprovidesbetterresultsthanbuilding the sparsemeshdirectly
onthefully connectediirtual topology

5.1 Minimum Latency Estimator

The PLUTO Minimum Lateny Estimator(MLE) estimateghe
latengy betweenan arbitrary pair of nodesusing the geograph-
ical locationsof both end-pointsand PoPsin large ASes, along
with existing BGP feedsfrom variousvantagepoints. Previousre-
search [22] hasshavn the dif culty of estimatinglateng using
only the geographicalocationsof end-pointsespeciallywhenthe
end-pointsarefar away. We believe that the resultinginaccurag
is mainly causedby the fact that a paclet trajectorybetweentwo
endnodesis not geographicallya straightline betweenthem, but
rathera zig-zagcurve de ected by the variousASesit traverses.
Ourbasicideaisto rst inferthe AS Pathbetweerarbitrarypair of
endnodesandthento sumup PoP-to-PoRjeographicatlistances
alongtheAS pathto infer theend-to-endateng. Notethattherea-
sonthatwe must rst infer the AS pathbetweerendnodesis that
we do not have the BGP tablesfor every AS; if we happerto have
aBGPfeedattheAS containingoneof theend-pointsyve cansim-
ply usethereal AS path.Next we explain our strat@y for inferring
pathsusingonly alimited numberof BGPfeedsandthendescribe
how to usethis informationto estimatehelateny betweemodes.

5.1.1 ASPathInference

A simplemethodfor inferring AS pathsusingonly a handfulof
BGP feedsis to constructan AS connectiity graph(e.g.,via the
GetASGraph operation),andthento infer an AS path by calcu-
lating the shortestpath on this connectvity graph. However, the
problemis that this approachdoesnot accountfor BGP policies
that oftenresultin selectionof a pathotherthanthe onewith the
fewestAS hops.Previouswork [19] shavs thatonly 50% of 5500
examinedpathsare predictedby this shortestpath method. Note
that, in reality, predictionis muchworsethan50%, sincethe con-
nectivity graphis so densethat there are multiple shortestpaths
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Figure11: AS Path Inference

with the sameAS hop count; the matchingschemesimply veri-

es thatthe actualAS pathis in the setof multiple shortestpaths
calculatedrom theBGProutes.In otherwords,the AS graphcon-
tains pairs of nodeshaving several hundredshortestpathsof the
samelength. Inferring the actualpathinvolvesguessingwhich is

the actualpathfrom hundredsf candidates Factoringin the AS

peerrelationshipusing Gao's method[13], and attemptingto ex-

cludeillegal prediction(suchasa customerAS carryingtrafc for

aprovider AS), the predictionaccurag is only slightly betterthan
usingthenadve approachWe believe thatthe low accurag of this
simplepathpredictionmethodresultsfrom thefactthatpoliciesare
sodeeplyembeddedn BGProuting.

Our AS pathinferenceapproachs basedon the following two
insights. First, about70% of the AS pathsobsered in the BGP
tablesobtainedrom Route\lews aresymmetric.Secondjt seems
reasonabléo assumeahatAS pathsareusuallytransitive meaning
thatif the AS pathfrom A to C is (A; B; C), thenthe pathsfrom
A to B andfrom B to C arelikely to be (A; B) and(B;C), re-
spectvely. Of coursethisis notnecessarilyrue,becausé\S paths
aredeterminedy network pre x es,ratherthanAS numbers.

We usetheseinsightsto infer AS pathsasfollows. Supposeve
aretrying to infer an AS pathbetweena sourcenodes (in AS S)
andadestinatiomoded (in AS D), by combininginformationfrom
a numberof different vantagepoints wherewe can accessBGP
tables.For eachvantagegpointv in someAS V, wecalculatehe AS
pathfrom thatvantagepointto s, P1 = (V; X;M;Y;S), andalso
the AS pathfrom thatvantagepointtod, P, = (V;X;M;Z;D).
Notethatthe AS pathsarethe sameuntil they reachsomeAS M,
atwhich pointthey diverge. Thenwe simply infer thatthe AS path
fromstodisPy = (S;Y;M;Z;D), asshawvn in Figure1l. We
repeatthis processacrossall vantagepointsto obtaina setof AS
pathcandidatesiemove duplicatesrom theset,andthenrankthem
in orderof increasingAS hopcounts.

To evaluatethis stratgy, we have examinedBGP tablesfrom
56 distinct vantagepoints using RouteMews and PlanetLabBGP
feeds. For eachvantagepoint in someAS X, we usethe other
55 vantagepointsto infer the AS pathfrom AS X to every single
network pre x (therearetypically 150,000suchpre xes)andthen
comparethe resultswith the actualpathsgiven by the BGP tables
from AS X . Figure12 shaws the succes®f our method.Thesolid
line in eachsub gure shavs the averageacrossall vantagepoints,
andthe error barsshav the standarddeviation for individual van-
tagepoints. First, Figure12(a)shavs how oftenthe actualpathis
within thetopr rankedinferredpaths.For example onaveragethe
actualAS pathwasoneof thetop verankedcandidatesabout71%
of thetime, but the succes®f themethodhasstandardieviation of
15%. We have foundthatthe vantagepointsfor which the method
did notwork aswell arelocatedin EuropeandAsia, wherewe do
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not have a concentratiorof vantagepoints. However, for vantage
pointsin theU.S.,our methodoftengivesgoodresults.

Secondwe notethat, for the purposeof predictinglateng, it is
not necessaryo infer the actual AS path, but only onewith sim-
ilar geographigroperties—namelythattraverseshe samemajor
PoPs. Basedon this insight, we evaluatethe candidatesetsusing
thecriterionof ambiguousnatding, wherewe considetthatanin-
ferred AS path matchegshe actualAS pathevenif they differ by
oneAS. Figure12(b) shavs thatthis ambiguousnatchingranksa
paththatis similarto theactualpathwithin thetop two over 90%of
thetime, andwithin thetop ve over 95% of thetime. This result
indicatesthatthetop few AS pathsinferredby our methodshould
be usefulfor predictinglateng.

5.1.2 MinimumLatencyEstimation

Using the AS pathinferencemethoddescribedn the previous
section andthegeographicalocationsof majorPoPswe have im-
plementeda minimum lateng estimator We have obtainedPoP
locationsof 68 major ASesat the city level from Roclketfuel [29]

andtranslatedthe city namesinto longitude/latitudecoordinates.

For agivenpair of nodeswe rst infer the AS pathbetweerthese
two nodes,andthenconnectPoPsalongthe AS pathto infer the

paclet trajectorybetweenthem. More speci cally, whenwe nd
anAS path(S;X; A; Y;B;Z; D) betweemodess andd, whereA
andB areASeswhosePoPlocationsareknown, we rst construct
a graphconnectings to the geographicallynearestPoPin AS A,
eachPoPin A connectingo the nearesfPoPin AS B, andd con-
nectingto thegeographicallynearesPoPin AS B. All PoPsn the
sameAS arealsoconnectedy edges.

We next nd the shortestpathfrom s to d in this graph,calcu-
late the geographicablistancealong this path, and then divide it
by the effective speedof light to getthe estimatedateny between
the nodes. The effective speedof light is calculatedasv = ¢
, Wherec is the light speedin vacuumand < 1 denotesthe
light speedfactor; usually needsto be determinedusing some
training setof data. Sincewe infer a candidatesetof AS paths
for a given pair of nodes,and Figure 12 empirically shavs that
the probability of the candidateof rankr beingsimilar to the ac-
tual AS path decreasegxponentiallyasr increaseswe take an
exponentiallyweightedsumof the contritution of eachAS pathin
the candidateset. Formally, the estimatedateny is calculatedas
rtte = ., ke " rj wherer; isround-trip-time(RTT) estimate
from i-th ranked candidaten is thenumberof candidates, is the
dampingfactor(currentlysetto 1),andk = (e~ 1)=(1 e ™ )



is the normalizationfactor Note that the probability of nding
the actualAS pathby usingpredictionof ith rank is expressedas
k e ¥ . Wehave notthroughlyexploredthe spaceof nding the
right probability distribution function, but this methodworks rea-
sonablywell.

We have comparedhelateny estimatgroduceddy our method
with the actuallateny reportedby ping between8192 pairs of
107 PlanetLabsites. Figure 13(a) compareshe estimatedRTT
(rtte) andthe actualRTT (rtta), wherethe estimatedateny is
adjustedoy thelight speedactor = 0:42 derivedfrom theactual
datasets. The plot shavs a strongcorrelationbetweenrtt and
rtta. Figure13(b)shavs the cumulative distribution of a Relatve
DelayPenalty(RDP),de nedas(rtte rtta)=rtta, andits abso-
lute variantjrtte rttaj=rtta. This plot shavs thatabout90% of
pairs have lessthan 50% absoluteerrors,which is comparableo
whatotherapproachesuchasGNP[20] achieve.

5.2 k-MST onPLUTO Mesh

We now prunethe PLUTO meshto make it moresparseody ex-
tractingak-minimumspanningree(k-MST)[32], usingthePLUTO
MLE justdescribedWe alsoshawv thatak-MST meshbuilt ontop
of the PLUTO Meshcontainsfewer duplicatephysicallinks thana
k-MST meshbuilt directly from the fully connectedrirtual topol-
ogy.

Of coursebuilding ak-MST is only onewayto construcasparse
mesh,but it hassomedesirableproperties. First, a k-MST mesh
containsa numberof edgesthatis linearin the numberof nodes,
which we expectwill enableroutingoverlaysto scaleto thousands
of nodes. Second,a k-MST can be constructedn a distributed
fashion[32]. Third, sinceour de nition of resilienceis basedon
thenumberof MSTsthatcanbeiteratively extractedfrom a given
representalie meshit is naturalto investigate&k-MST asanexam-
ple mesh.

Note thatthe MST algorithmoperaten undirectedgraphsbut
ourPLUTO-Meshgenerateadirected(asymmetricyepresentate
mesh.For this reasonwe symmetrizea PLUTO-Meshsuchthatif
the directedge(u; v) is replacedwith theindirectedge(u; w; v),
we make sure(v; u) is alsoreplacedwith (v; w; u). Fromnow on,
we assumehatthe meshwe discusss a symmetricdirectedgraph,
or simply anundirectecgraph.

5.2.1 MeshSpaseness

The bene t from usinga k-MST meshin termsof reductionin
the numberof virtual links is obvious. SinceeachMST is disjoint
with respecto the others,the total numberof virtual links in the
k-MST meshis k(N 1). Using55 PlanetLabnodeslocatedin
the U.S., we have built the PLUTO Meshandtried to constructa
k-MST ontop. It turnsout thatthis particularPLUTO meshonly
hasaresilienceof 3, meaningit containsonly 3-MSTs. However,
by running RON on thesek-MST (with k  3) mesheswe also
foundthattheend-to-endbverlayhopcountexceedsRON's default
maximumof 8. In orderto both avoid stressindRON's limits and
to examinethe quality of densemeshesyve extendthe de nition
of k-MST for (k > 3) asfollows.

Intuitively, afterextractingthe maximumnumberof k-MST out
of agivengraph,we try to furtherextract MST's from theresidual
connectedubgraphso addlocally ef cient redundanmeshedges.
Thepseudacodebelawv calculateshe extendedk-MST, Gy, asfol-
lows:

1:Ro =G
2:fori=0;::3;k 1do
3: (R?,:::;RM)=subgraphgR;)

4 Fi=[j=0:m MST(R})
5: G(i+1) = G|[ Fi

6: R(i+1) = R; Fi

7: done

whereMST(R) representshe minimum weight spanningtree of
graphR, and subgraphsR) returnsa vector of connectedsub-
graphsin R. In thei-th iterationof the loop (lines 2-7), we com-
putethe MST F; of theresidualgraphR; from the previous step.
If theresidualgraphR; is disconnectedwe computethe MST of
connectedub-graph®k! andunionthemtogetherinto F; (line 4).
The(i + 1)-th residualgraphR .y is de ned asadifferencebe-
tweenR; andF;. (line 6). NotethatGy is acompositeof MST's,
thatis, the unionof MST's from eachstep(line 5). Table1 shavs
thenumberof virtual links in theextendedk-MST from our exper
iment. Notethatin all casesthe numberof links in our meshis no
greatethanthe numberof links in the standarck-MST.

[ « Jal2]3]a] 5] 6] 7 ]eruomes]
edgecount | 54 | 108 | 162 | 215 | 268 | 318 | 365 | 1364
KNy | 54 | 108 | 162 | 216 | 270 | 324 | 378 NIA

Table1l: Edgecountin k-MST

For differentk-MST meshes[Figure 14(a) compareghe three
typesof traf ¢ statisticsthatwe have examinedfor PLUTO Mesh
in Section4.3: ping, route-updatesandtotal (including ping, route
updatesandroute-updateforwarding). Eachplot shavs the ratio
of totaltrafc generate@nthek-MST mesheso thetotaltrafc on
the fully-connectedmesh.As the plot shavs, the amountof traf c
decreasem proportionto k, thatis, to the numberof virtual links
in themesh.

5.2.2 MeshQuality

Usingthe samesetof 55 PlanetLalnodesasin the previous ex-
perimentwe have comparedhe optimallateny andbandwidthof
thefully connectedneshandthek-MST meshesuilt ontop of the
PLUTO Mesh. Eachexperimentrunsabout60 minutes. For each

sametime usingthe samesetof nodes,oneon the fully-connected
mesh(ronl ) andtheotheronthek-MST mesh(ron2 ).

Figurel4(b)shawvsthecumulatve distribution of theHop Count
Penalty(HCP). HCP de nes the differencein hop countbetween
thelateny optimizedpathschoserby ron2 (onthek-MST mesh
or PLUTO mesh)andronl (on the completemesh). The plot
shavs thatron2 onthe PLUTO meshincursessentiallyno HCP
relativeto ronl ; half the pathshave morehopsonronl andhalf
have moreonron2 . However, thek-MST meshesncurmoreHCP
ask decreases.For example,only 5% of pathson the PLUTO
meshaddmorethan2 extrahopscomparedo pathsin thecomplete
meshwhile thisis truefor about30%of pathsonthe4-MST mesh.

Figure 15(a) shavs the cumulatie distribution of the Relatve
Delay Penalty(RDP) for end-to-endateny. RDP is calculated
asaratio of thelateny difference(ron2-ronl ) to thereference
lateny (ronl ). Not surprisingly we seethat we sacri ce some
performanceas k decreaseswhile 90% of pathsin the PLUTO
meshhave an RDP of lessthan50%, only 80% of pathsin the 4-
MST meshachieze anRDP of lessthan50%. We alsoobsere that
about3% of the pathson sparsegraphshave 50% betteroptimal
pathsthanon the completegraph. We conjecturethis is causedy
the samereasonglescribedn Section4.4.

Likewise, Figure 15(b) shavs the cumulatve distribution of the
Relative BandwidthPenalty(RBP)of thebandwidthoptimalpaths.
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RBP is calculatedas a ratio of the bandwidthdifference(ronl
-ron2 ) to the referencebandwidth(ronl ), and representgshe
bandwidthsacri ced whenwe reducethe numberof virtual links.
The plot shaws that 90% of pathson the PLUTO meshand 80%
of pathson the 4-MST meshretainmorethan50% of the possible
bandwidth.

5.2.3 MeshRedundancy

We now examinetheredundang metricsde ned in Sectiond.1.
Obviously, the resiliencemetric of a k-MST meshis k, sinceby
its de nition, it includesk edge-disjointMSTs in the graph. To
evaluatethe duplicatesmetric, we comparetwo k-MST meshes
among60 nodespneconstructean top of thefully connectedvir-
tual topology (kmstl ), andthe otheron top of the PLUTO Mesh
(kmst2 ) usingPLUTO MLE to estimatdateng. For eachmesh,
we usetraceroutelongall virtual links in themeshto obtainrouter
andAS sequencesFigure 16 shavs the duplicatesmetric at both
AS granularityandroutergranularity

Figure 16(a) shavs the improvementsin the duplicatesmetric
at the AS-level ((kmstl -kmst2 )/kmstl ). Recallthat the AS
level duplicatesmetric countsthe pairs of virtual links that share
oneor moreAS hops. As barsin the “Total” cateyory shaws, the
k-MST meshbuilt on PLUTO-Meshcontains13% (k=1) to 31%

(k=5) fewer virtual edgepairsthat shareary AS hops—thatis, it
malkesthis mary virtual edgepairsdisjoint. Furtherbreakingdowvn
theresultaccordingo thenumberof overlappingASesin thenon-
disjointvirtual edgepairs,we seethatthebene tsof PLUTO-Mesh
aredistributedacrossall overlapcounts.

Finally, Figure16(b)shavs theimprovementsattherouterlevel.
The “Total” categgory shaws that the increasein disjoint router
level pathsis lessthan 5%, but the break-devn by the number
of overlappingrouterhopsshavs that PLUTO-Meshgenerallyre-
ducesthe duplicatesmetric for longeroverlappingpaths,while it
increasesheduplicatesmetricfor shorteroverlaps.Thisresultim-
plies PLUTO-Meshturns virtual link pairs sharinglonger router
hopsinto thosesharingshorterhops, and thus improves the dis-
jointednes®f theresultingmesh.NotethatPLUTO-Meshachie/es
this impravementonly using AS-level topology and geographical
information.

5.3 Summary

This sectionexploresthe trade-of between , representinghe
numberof virtual links in a sparserouting mesh,andthe meshs
quality. Onereasonwe have chosera k-MST meshasanexample
sparseaouting meshis becausewith sucha mesh theedgereduc-
tion parameter is inverselyproportionalto N. We have shawvn
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thatusingPLUTO MLE we canconstructa k-MST meshontop of
the PLUTO Meshwithout actively probingthe Internet. The qual-
ity of thek-MST mesh,measuredn bothlateny andthroughput,
degradesgracefullywith k. As a result, aggressie reductionsin

can be achieved while still producinggood resultsfor routing
overlays.

We have alsoshavn thata key bene t of building a sparseout-
ing meshon top of the PLUTO Meshis to reducethe numberof
pathsthat have duplicatephysical sgments. Navely construct-
ing ak-MST meshdirectly on top of afully connectednesh(i.e.,
the Internet)leadsto a signi cant numberof sharedphysicallinks
amongthe seeminglydisjoint paths. A k-MST meshbuilt using
the PLUTO Meshasa middle layer hasfewer duplicatephysical
segmentsin the underlyingnetwork, thusimproving theresilience
of theresultingroutingmeshat minimal cost.

Finally, we recognizethat an overlay with a thousandhodesis
likely to stresgoutedisseminatioralgorithms.It is easyto imagine
overlaysadoptinglessaggressie disseminatiorstrat@iesat large
scalesincetheir failure modesaredifferentthanwhenusedin tra-
ditional physicalnetworks(e.g.,theoverlay canalwaysfall backto
usethedefault Internetpathbetweera pair of nodes)How to scale
routing protocolsto work on a large overlay is a subjectof future
work.

6. RELATED WORK

Overlayscommonlymaintainsubgraphof the completegraph
asaroutingmesh.As opposedo RON [4]'scompleteroutingmesh
schemegseveral single-sourcapplication-leel multicastoverlays
(e.g.,ESM[7, 8], YOID [23], Overcas{14], Bullet[15], andSplit-
Strean|6]) de ne moresparseoutingmeshesandsometime$uild
multicasttreeson top of them. Most relatedto our approachmay
belnterleaved Spanninglree[32], which proposeddistributedal-
gorithmto de ne sparsemeshfor genericoverlaynetworks. How-
ever, all of thesemeshbuilding strat@iestreatthe Internetas a
blackbox, relying on expensve performanceneasurementsefore
constructingaroutingmesh;nonecapturetheideaof duplicatesey-
mentsin theunderlyingnetwork. To thebestof ourknowledge,our
work is the rst attemptto de ne aninfrastructurefor constructing
topology-avarerepresentatie meshesn a cost-efective manner

Several researctefforts have tried to inexpensvely predictthe
end-to-endateng for agivenpairof nodesIDMaps[12] explored
thefeasibility of a public infrastructureto provide end-to-enddis-
tanceinformation. GNP [20], Lighthouseq25], ICS [17], Virtual
Landmarkg31], andPIC[9] proposedacoordinate-basestrategy
to predictdistanceby treatingthe Internetasa high-dimensional
geometricspace Our PLUTO MLE is novel in thatit usesonly in-

formationthatis passie (BGP tables)andfairly static(geograph-
ical locationof PoPsof major ASes)to achieve reasonablygood
lateng estimation.

7. CONCLUSIONS

This paperdescribesdistributedservicethatconstructatopol-
ogically-representaté meshusingonly passie measurementsnd
static topology information. By eliminating meshedgesthat are
notlikely to beselectedy ahigh-level routingoverlay, we areable
to reducetheimpactof unnecessarilprobingthe network to nd
goodroutes,andin the processjmprove the scalabilityof routing
overlays.Experimentshav thatwhenredundanedgesreconser
vatively removed, route selectiondoesnot suffer but the overhead
of probingthe network and disseminatingouting information is
reducedby a factorof two. Additional analysisquanti estheim-
pactonrouteselectionof moreaggressiely remaoving meshedges,
documentinghe cost/bene ttrade-of thatis intrinsic to routing.

Oneof the maininsightsof this work is that while treatingthe
underlyinglInternetasa black-boxis appealingn mary ways,in-
formationaboutthe Internets topologyis readily available, either
for free or at very low cost, and that using this information can
have a dramaticeffect on building a routing overlay that is both
cost-consciougscalable)andeffective.

8.
(1]
(2]
(3]
(4]

REFERENCES

Fixed Orbit. http://www. x edorbit.com/.

Paclet ClearingHouse http://www.pch.net.

RouteViews Project.http://antc.uorgon.edu/route-vigs/.
D. AndersenH. BalakrishnanM. F. Kaashoekand

R. Morris. ResilientOverlay Networks. In Proceeding®f the
18thACM Symposiunon Opefating System®Trinciples
(SOSP)pagesl31-145Chatealake Louise,Banf,
Alberta,CanadaQctober2001.

S.Banerjee]. G. Grif n, andM. Pias.Thelnterdomain
Connectiity of PlanetLatiNodes.In Proceeding®f the
Passiveand ActiveMeasuement\orkshop(PAM2004)
AntibesJuan-les-Pingsrance April 2004.

M. Castro,P. Druschel A.-M. KermarrecA. Nandi,

A. Rowstron,andA. Singh.SplitStreamHigh-bandwidth
MulticastIn Cooperatie Environmentsin Proceeding®f
the nineteenthACM symposiunon Opemating systems
principles pages298-313ACM Press2003.

Y.-H. Chu,S.G. Rao,S. SeshanandH. Zhang.Enabling
ConferencingApplicationson the Internetusingan Overlay

(5]

(6]

(7]



MulticastArchitecture.In Proceeding®fthe ACM
SIGCOMMConfeence pagesl-12,August2001.

[8] Y.-H.Chu,S.G. Rao,andH. Zhang.A CaseFor End System
Multicast.In Proceeding®fthe ACM SIGCOMM
Confeence pagesl—12,June2000.

[9] M. CostaM. CastroA. Rowstron,andP. Key. PIC: Practical
InternetCoordinategor DistanceEstimation.In In
Proceeding®f the 24thInternationalConfeenceon
DistributedComputingSystem2004 March2004.

[10] DexterC.Kozen.TheDesignandAnalysisof Algorithms
SpringefVerlag,1992.

[11] S.Floyd, M. Handlgy, J. Padhye andJ. Widmer.
Equation-base@ongestiorControlfor Unicast
Applications.In Proceeding®fthe ACM SIGCOMM pages
43-56,2000.

[12] P. Francis,S.Jamin,C.Jin,Y. Jin,V. PaxsonD. Raz,

Y. Shavitt, andL. Zhang.IDMaps: A GloballnternetHost
DistanceEstimationService.In Proceeding®f the [EEE
INFOCOM Confeence 1999.

[13] L. Gao.OnInferring AutonomousSystemRelationshipsn
thelnternet.In Proceeding®f IEEE Global Internet
SymposiurmNovember2000.

[14] J.Jannotti D. Gifford, K. JohnsonM. KaashoekandJ. Jr.
Overcast:ReliableMulticastingwith anOverlay Network. In
Proceeding®f the Fourth USENIXSymposiunon Opelating
SystenDesignand Implementatio{OSDI), October2000.

[15] D. Kostic,A. RodriguezJ. Albrecht,andA. Vahdat.Bullet:
High BandwidthDataDisseminatiorlJsinganOverlay
Mesh.In Proceeding®f the 19th ACM symposiunon
Opeifating System®rinciples(SOSP)page82-297 ACM
Press2003.

[16] C.Labovitz, A. Ahuja, A. Bose,andF. JahanianDelayed
InternetRoutingConvergenceln Proceeding®fthe ACM
SIGCOMMConfeence pagesl 75-1872000.

[17] H. Lim, J.C.Hou,andC.-H. Choi. Constructingnternet
CoordinateSystemBasedon Delay Measurementn
Proceeding®fthe 2003ACM SIGCOMMconfeenceon
Internetmeasuementpagesl29-142 ACM Press2003.

[18] Z. M. Mao, J. Rexford, J. Wang,andR. Katz. Towardsan
AccurateAS-Level TracerouteTool. In Proceeding®f the
ACM SIGCOMM2003Confeence August2003.

[19] A. Nakao,L. PetersonandA. Bavier. A RoutingUnderlay
for Overlay Networks.In Proceeding®f the ACM
SIGCOMM2003Confeence August2003.

[20] T. S.E.NgandH. Zhang.PredictinginternetNetwork
Distancewith Coordinates-Basefipproachesin
Proceeding®f theIEEE INFOCOM Confeence June2002.

[21] J.PadhyeV. Firoiu, D. Towsley, andJ. Kurose Modeling
TCPthroughput:A simplemodelandits empirical
validation.In ACM SIGCOMM'98 confeenceon
Applications technolaies,architectuies,and protocolsfor
computercommunicationpages303—314 Vancouer, CA,
1998.

[22] V. N. PadmanabhaandL. SubramanianAn investigationof
geographianappingtechniquegor internethosts.In
Proceeding®fthe ACM SIGCOMM2001Confeence 2001.

[23] S.R.PaulFrancis.Your Own InternetDistribution,2001.
http://www.aciri.olg/yoid/.

[24] L. PetersonT. AndersonD. Culler, andT. RoscoeA
Blueprintfor IntroducingDisruptive Technologyinto the
Internet.In Proceeding®f the HotNets-| 2002.

[25] M. Pias,J.Crowcroft, S. Wilbur, T. Harris,andS. Bhatti.
Lighthousedor ScalableDistributedLocation.In
Proceeding®f the 2ndInternational\Workshopon
Peerto-Peer Systemd-ebruary2003.

[26] Y. RekhterandT. Li. A BorderGatavay Protocol4, March
1995.RFC1771.

[27] S.Saage,T. AndersonA. Aggarwal, D. Becler,

N. Cardwell,A. Collins, E. Hoffman,J. Snell,A. Vahdat,
G. Voelker, andJ. Zahorjan Detour: A Casefor Informed
InternetRoutingandTransportlEEE Micro, 19(1):50-59,
January1999.

[28] J.L. Sobrinho.AlgebraandAlgorithmsfor QoSPath
ComputatiorandHop-by-HopRoutingin the Internet.
IEEE/ACM Transactionson Networking 10(4):541-550,
2002.

[29] N. Spring,R. MahajanandD. Wetherall.Measuring SP
Topologieswith Rocletfuel.In Proceeding®fthe ACM
SIGCOMMConfeence pagesl33—-145 August2002.

[30] I. Stoica,D. Adkins, S. Zhuang,S. Shenler, andS. Surana.
Internetindirectioninfrastructureln Proceeding®f the
ACM SIGCOMMConfeence pages’3—-85,August2002.

[31] L. TangandM. Crovella. Virtual Landmarkgor the Internet.
In Proceeding®f the 2003ACM SIGCOMMconfeenceon
Internetmeasuement pagesl43-152 ACM Press2003.

[32] A. Young,J.Chen,Z. Ma, A. KrishnamurthyL. Peterson,
andR. Y. Wang.Overlay MeshConstructioriJsing
Interleaved SpanningdTrees.In Proceeding®fthe [IEEE
INFOCOM Confeence March2004.



