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Abstract

CoMon is an evolving, mostly-scalablemonitoring system
for PlanetLabthat hasthe goal of presentingenvironment-
tailoredinformationfor both theadministratorsandusersof
thePlanetLabglobaltestbed.In additionto passively report-
ing metricsprovided by the operatingsystem,CoMon also
actively gathersa numberof metricsuseful for developers
of networkedsystems.UsingCoMon,PlanetLabadministra-
tors anduserscaneasilyspotproblematicmachines,where
theproblemmayarisefrom themachineitself, local con�g-
uration/environmentproblems,or the workload running on
the machine. Furthermore,userscan easily observe many
propertiesof all of the experimentsrunningacrossmultiple
PlanetLabnodes,facilitating not only their own experiment
monitoringanddebugging,but alsohelpingscalethetaskof
�nding PlanetLabproblems.

In this paperwe describeCoMon's designandoperation,
includingwhatkindsof dataaregathered,thescaleof thepro-
cessinginvolved,andtheapproacheswe have taken to keep
CoMonrunning.Ourgoalis notonly to illustratethekindsof
problemsfacedin this environment,but alsoto invite others
to participate,eitherbyexperimentingwith thedatagenerated
by CoMon,or by building on theCoMonsystemitself.

1 Intr oduction

CoMon is an extensiblemonitoringsystemdesignedspecif-
ically to monitor activity on the PlanetLabglobal testbed.
At any given time, CoMon collectsandreportsstatisticson
roughly400-450active PlanetLabnodes,and200-250active
experimentsrunningon PlanetLab. Reportingis donevia a
Webinterfacethatprovidestheability to sortdata,run mod-
eratelycomplex selectionqueries,andshow graphsof recent
history. In termsof the datacollected,CoMon �lls a mon-
itoring niche betweenthe general-purpose,passive report-
ing tools providedby the operatingsystemandapplication-
speci�c reportingsystems.

CoMonhasserveda numberof differentrolesin thePlan-
etLabcommunitysinceits launchin August2004,including
thefollowing:

� “Suf�cient” monitoring – For many PlanetLabusers,
CoMonprovidesenoughmonitoringto eliminateor re-
ducethe needfor experiment-speci�cmonitoring. Es-
pecially for projectswheredevelopmentresourcesare
tight, and the most important concernsare processes

runningout of control,CoMon's reportingis oftensuf-
�cient to track how the experiment is consumingre-
sourcesglobally.

� Community-aided problem identi�cation – For more
attentive PlanetLabresearchers,CoMon often provides
enoughinformation to determinewhy somePlanetLab
nodesmay be actingstrangely, or which other experi-
mentsmaybeimpactingtheirexperiments.Thiskind of
informationhasbeenextremelyvaluablefor preserving
theprivacy of experimentswhile still enablingtheover-
all communityto help thePlanetLaboperationsstaff in
identifyingproblems.

� Login tr oubleshooting– TheCoTesttool usesCoMon-
provideddatato help usersdeterminewhy their logins
maybe failing. It testsa varietyof commonconditions
thatoftencauselogin failures,allowing usersto provide
moreinformationwhenreportingfailuresto PlanetLab
support.

� Nodeselection– A relatively recentfeatureof CoMon
allows usersto specifyarbitraryqueriesto selecta set
of nodes.Thesequeriescanalsooutputresultsin vari-
oustext formats,enablingtheuseof CoMonin scripting
systems. This approachis useful both for identifying
problemsaswell asfor selectingnodeswhendeploying
new (short-lived)experiments.

Over time, CoMon hasgrown acrossmany dimensions,
from thenumberof testsit runs,to thevarietyof outputdata
it cangenerate,to the typesof problemsit canhelp �nd. Its
missionhasalso grown in that time, from a purely passive
Web-orientedsystemthatonly monitorednode-orienteddata,
to onethatnow maintainsa history of resourceusageinfor-
mationof everyexperimentoneveryPlanetLabnode.

In therestof thispaper, wewill discusshow CoMonworks,
what it measures,andhow its designis tailoredto ef�ciently
managinglarge volumesof dataon relatively simple hard-
ware.Wealsodiscusscurrentlimitationsof CoMon,andhow
it couldbeexpandedto becomemoreuseful.In Section2, we
provide somebackgroundon CoMon,andpresentits design
in Section3. WediscussCoMon'soperationin Section4 and
comparewith relatedwork in Section5 beforeconcludingin
Section6.



Figure1: Screenshotof the CoDeeNmonitoringsystem,which wasthe modelfor CoMon. Rows arePlanetLabnodes,and
mostcolumnscontaintwo datavalues,with the columnheadingsindicatingthe metricsbeingdisplayed.The bottomof the
window showsa 2-dayhistoryof any cell value.Otherwindowscanshow historiesonall nodesfor agivenmetric,or histories
of all metricsfor a givennode.

2 Background

CoMon's inspirationwastheservice-speci�cmonitoringsys-
tem for theCoDeeNContentDistribution Network [13]. At
the time of CoMon's development,CoDeeNran on approx-
imately 110 North AmericanPlanetLabnodes,was opera-
tional for overa year, andwasreceiving millions of requests
daily. Part of thechallengeof keepingit continuouslyoper-
ating was determiningwhat sort of eventscould impact its
performance. So, in addition to reporting the peeringsta-
tus, traf�c rates,andusercountsfor all CoDeeNnodes,the
monitoringsystemalsoprovidedstatusinformationaboutthe
PlanetLabnodethemselves.

A screenshotof CoDeeN'smonitoringsystemis shown in
Figure1, andshows a numberof metricsascolumns,with
PlanetLabnodesasrows. Thesort ordercanbechangedby
clicking on a columnname,andclicking on any cell value
displaysa historicalgraphfor that valuein the bottomwin-
dow. Cell valuesarecolor-codedto indicateunusuallyhigh
or low values.While CoDeeN's monitoringservicedoesnot
try to be a general-purposemonitor, andpresentslessnode-
level informationthantheGangliasystem[9] (alsodeployed
onPlanetLab),it attracteda numberof userswhousedit pri-
marily to gaugePlanetLabnodehealthinstead.

We attribute this usageto a numberof designfactorsthat
weretainfor CoMon.Themostimportantfactor, in ouropin-
ion, is theuseof relatively plain HTML tablesasthedefault
mechanismfor displayingdata.Thisapproachis lessvisually

impressive thanGanglia'suseof graphsto displaytherecent
historyof eachmetric,but we perceiveseveraladvantagesin
this approach.Tablesef�ciently utilize valuablescreenreal
estate,making it easynot only to seethe valuesfor many
nodeson screenat the sametime, but also to seemultiple
metricsfor eachnode. On a typical screen,a CoDeeN-style
format candisplay10 rows of data,with 17 columnsand2
valuespercolumn,for a total of 34 dataitemspernode.The
varietyof itemsis important,becausethediversityof experi-
mentsrunningonPlanetLabcanhaveawidevarietyof effects
on thenodes,soseeingmultiple metricssimultaneouslycan
easeproblemidenti�cation. The lower transmissionsizeof
tablesalsoreducesthe bandwidthrequiredto seethe entire
summaryandmakesthesystemfeelmoreresponsive.

Several factorsin�uenced our decisionto make CoMona
separateentity from the CoDeeNmonitoring system. The
�rst wasthatmany nodes,particularlyin low-bandwidthar-
eas,werenot targetsfor a CoDeeNdeploymentat that time
(thoughsincethattime,CoDeeNhasexpandedto run across
all of PlanetLab).Having CoMonwould enableus to moni-
tor thesenodes.A secondfactorwasan ongoingdiscussion
abouttheimportanceof privacy onPlanetLabandwhetherre-
searchersshouldbeableto seewhatotherexperimentswere
doing via tools suchas top or ps . At this point in Plan-
etLab's development,resourceisolation was not fully de-
veloped,so well-behaved experimentsoften suffered from
poorly-implementedones.Complicatingmatters,PlanetLab
usesvservers[6], which providestheappearanceof running



CTX TX1 TX15 RX1 RX15 #PR PMEMMBVMEMMB%CPU%MEMNAME
516 430 933 4715 1066 5 22.0 34.2 39.3 2.2 nyu_d
610 0 0 0 0 14 22.8 41.1 25.0 2.2 arizona_stork
613 391 558 388 559 58 95.3 160.2 12.5 9.4 princeton_codeen
713 0 0 0 0 10 50.7 83.5 3.6 5.0 irb_snort
594 10 12 10 12 60 49.9 142.6 1.8 4.9 princeton_coblitz
503 1 0 0 0 23 80.0 381.1 1.8 7.9 pl_netflow
518 0 0 0 0 5 3.1 7.4 1.8 0.3 nyu_oasis
598 0 0 0 0 3 6.5 11.9 0.0 0.6 uw_ah
738 0 0 0 0 3 6.2 12.0 0.0 0.6 purdue_4
596 0 0 0 0 5 3.5 9.2 0.0 0.3 ucb_pier_2
726 10 10 51 38 133 68.7 112.1 0.0 6.6 mit_app
577 0 0 0 0 11 9.5 21.6 0.0 0.9 upenn_maoy
636 0 0 0 0 6 8.6 27.1 0.0 0.8 mit_dht
640 4 4 5 4 6 16.8 232.2 0.0 1.7 ucb_srhea
760 0 0 0 0 4 42.0 608.9 0.0 4.1 harvard_sbon_test

0 0 0 0 0 39 25.1 228.1 0.0 2.4 root
[...]

Figure2: Excerptfrom sampleoutputfrom theslice-centricdaemon,showing resourceconsumptionperslice. Thecolumns,
from left to right, arecontext number(numericuseridfor theslice), transmitandreceive ratesfor thepast1 and15 minutes,
numberof processes,physicalandvirtual memoryconsumption,overall CPUandmemoryutilization, andslicename.Most
nodeshaveon theorderof 50slicesrunningat a time.

on a virtual machine,without providing full resourceisola-
tion 1. As a result, while userscould seethat a nodewas
behaving strangelyfrom its responsivenessor other factors,
they had no recoursebut to notify PlanetLabsupport,who
couldthentry to investigate.As PlanetLabwasgrowing, this
approachof relyingonPlanetLabSupportto policeall exper-
imentsrunningonall nodeswasnot scalable.

For the sake of clarity, we de�ne sometermsusedin the
restof thispaper. Weusethetermnodeto referto any Planet-
Labmachine,andsiteto referto all nodesatagivenphysical
location. EachPlanetLabaccount,which canbeinstantiated
on any andall of the PlanetLabnodes,is calleda slice, and
its instantiationononenodeis calleda sliver.

CoMonwasviewedasa privacy compromise,whereany-
onecouldseeresourceconsumptiondetailsaboutotherslices,
without having accessto the information on a per-process
basis. This approachwould alsoallow the entirePlanetLab
communityto getinvolvedin policingresourceusage,andto
helpspotproblemsonnodes.By makingresourceusagepub-
lic information,it washopedthat communalpressurecould
beexertedon thoseslicesthatwerebehaving poorly. Planet-
Lab'ssupportstaff couldobviouslygetinvolvedatany point,
but thegoalwasto reducetheneedfor themto have to iden-
tify theproblemfrom scratchevery time.

Additionally, by expanding the amount of information
availableaboutnodehealth,CoMonandotherservicescould
be developedin their own slices. This approachis prefer-
able to running everything inside the root context, because
notonly doesit providethekind of isolationthatrunningun-
privilegedprocessesprovides, but it also motivatesa more
decentralizeddesign.As moreinfrastructuregetsbuilt by the
community, thefewer featurerequestsneedto behandledby
PlanetLab'scentraldevelopers.

1Theuseof vserversprovidesa level of scalabilityandperformancenot
easilyachieved with otherproduction-level virtual machinetechniques,so
for Planetlab,its bene�tsoutweighits drawbacks

3 Design

In this section,we describetheoverall designof CoMon,as
well asthe designof the individual pieces.At a high level,
CoMonconsistsof two daemonsthat run on eachPlanetLab
node,a centralizeddatagatheringandprocessinginfrastruc-
ture, anda display facility that providessupportfor simple
user-speci�ed queries.We describeeachof thesein the rest
of this section.

3.1 Per-NodeDaemons

CoMonrelieson two daemonsrunningon eachnode,which
provide node-centricdetailsas well as slice-centricdetails.
BothdaemonsacceptHTTPrequestsandrespondwith HTTP
responses,to allow themto be accessedfrom Web browsers
in additionto beingusedwith automatedsystems.Both dae-
monsprovideresponsesin human-readabletext ratherthanin
binary, mostlyto allow easyextensibility.

3.1.1 Slice-centricdaemon

Of thesetwo daemons,theinformationpresentedby theslice-
centricdaemonis muchsimpler– it reportstheaggregatere-
sourcesusedby all processeswithin eachslice. It reports
11metrics– thetransmitandreceivebandwidthsfor thepast
1, 5, and15 minutes,thephysical/virtualmemoryconsump-
tion, theCPUandmemoryusage,andthenumberof portsin
use.Thisdaemonis anextensionof theslicestatsensorserver
originally developedby BrentChun.

Thisdaemongetsmostof its datafrom theslicestatsensor
operatingon eachnode,and formatsit in a mannersimilar
to the“top” monitoringtool. Thedaemonhasa mainevent-
drivenprocessthat respondsto client requests,anda second
helperprocessthatcommunicateswith theslicestatsensorin
orderto getthedatait needs.All outstandingrequestscanbe



satis�ed by a singleresponsefrom theslicestatsensor, since
the samedatais presentedto all clients. A sampleof this
sensoroutputis shown in Figure2.

3.1.2 Node-centricdaemon

Thenode-centricreportingcurrentlycovers57values,which
consist of OS-provided metrics, values that are passively
measuredor synthesizedfrom othersourceson thenode,and
valuesthatareactively measuredby meansof testprograms
running on the node. A brief summaryof thesemetricsis
providedbelow:

� OS-provided – uptime, CPU utilization (overall and
system), memory size, active memory consumption,
disk size, disk spaceavailable, swap size, swap space
available,date,1minuteload,5minuteload,swapin/out
rate,anddisk read/writerate.

� Passively-measured/synthesized– last time ssh suc-
ceeded,last time slice-centricdaemonsucceeded,clock
drift, numberof raw portsandicmpportsin use,number
of slicesin memory, numberof slicesusingCPU,num-
berof portsin use,numberof portsin usefor morethan
an hour, andresourcehogs(which experimentsareus-
ing the mostCPU,memory, processes,bandwidth,and
ports)

� Actively measured – max/avg value reportedby a 1-
secondtimer, max/avg value for time neededto make
loopbackconnection,whetherthe global �le tablehas
free entries,amountof CPU available to a spin-loop,
amountof memory pressureseenby a test program,
UDP andTCP failure ratesfor local DNS servers, last
HTTP failure time, detectingpresenceof transparent
Webproxies

Theguidingprinciplefor choosingmetricsfor inclusionis
whetherthey canprovide insight into why a researcher's ex-
perimentsmaybe behaving strangelyon a givennode. This
approachallows usto prunethedozensof OS-providedmet-
rics to a moremanageableset,andit alsoguidesthe devel-
opmentof someof the more unusualactive measurements.
For example,theCPUconsumptionof a spin loop 2 andthe
observedbehavior of a timerbothgivesomeinsightinto how
muchCPUPlanetLab's customschedulergiveseachexperi-
ment.Likewise,thetransparentproxy test,which checksif a
remoteserver seesthesameIP addressasa local client sees,
is usefulfor experimentsthatcontactHTTPservers,but may
notbeusefulin non-testbedenvironments.

The structureof the node-centricdaemonis intentionally
simple – it consistsof one main event-driven processthat
spawnsapoolof helpers,asaWebservermighthandlediffer-
entCGI programs.Eachhelperprocessis persistent,andpe-
riodically generatesupdatedvaluesfor thequantitiesit mea-
sures.Whenaclient requestsdatafrom thenode-centricdae-

2This test was original conceived by Andy Bavier to gaugePlanetLab
capacityin therun-upto theSigComm2005deadline.

VMStat: 2 1 148384 20916 44904 440904 1 0 [...]
CPUUse: 68 100
DNSFail: 0.0 0.0 0.0 0.0
DfDot: 14% 155.504 179.39
Date: 1133129457.852773000
Uptime: 96899.85
Loads: 5.09 3.75 3.88
Timer: 236.646000 11.412840
FdTestHist: 0x0
ServTest: 12.505000 1.617917
MemInfo: 0.987202 60.7348 14.1503
KernVer: 2.6.12
Burp: 28.5%
MemPress: 98
LastSsh: 1133128201
Test206: 206 0 0 0
SamePorts: 457 list_sameports
SnapPorts: 1469 list_portsnap
SameHog: 178 princeton_codeen
SnapHog: 632 princeton_codeen
RawPorts: 6
ICMPPorts: 35
CPUHog: 71.7 nyu_d
MemHog: 14.8 princeton_comon
TxHog: 939 nyu_d
RxHog: 567 princeton_codeen
ProcHog: 60 princeton_coblitz
NumSlices: 43 0.000000
LiveSlices: 9

Figure3: Sampleoutputfrom thenode-centricdaemonshow-
ing all measurementsperformed.The interpretationanddis-
play of themeasuredvaluesis controlledvia a con�guration
�le on themachinethatgathersthedatafrom all of theper-
nodedaemons.

mon,it receivesaresponsethatcombinesthemostrecentval-
uesfrom eachhelper. This approachleadsto a largenumber
of processes(over100with thecurrentdesign),but mostpro-
cessesarewaitingatany giventimeandhavesmallfootprints.
On average,CoMonuseslessthan0.5%of eachnode'sCPU
for its processing.A samplenode-centricresponseis shown
in Figure3.

3.2 Data Gathering

While theCoMondaemonsoperateoneachnode,thebulk of
CoMon datagatheringandprocessingoperatesin a central-
izedfashion,mostly to reducecomplexity andto ensurethat
we havea properly-provisionedmachineavailable.

Data is collectedfrom the per-nodedaemonsevery � ve
minutes,andis storedin a varietyof �les. Most nodes(typ-
ically over 90%) respondwithin onesecond,andgenerally
fewer than� ve nodestake morethan10 secondsto respond.
All fetchesareperformedin parallel to reducelatency. The
raw data, in text format, is storedin several places: (1) a
�le containingthemostrecentsnapshotfor all nodes,(2) ap-
pendedto theendof a �le containingall of thedatagathered
for thecurrentday, and(3) alsowritten into one�le per live
nodeso that the last live datais available for post-mortem
nodeanalysis.

The most basic processingof the raw data generates
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Figure4: Snapshotof # of nodesusedby eachsliceon 11/28/2005

meta�les that can thenbe usedby CGI programsto gener-
ate sortedHTML tableson demand. The numberof these
meta�les is O(slices+ nodes)– theslice-centricinformation
is shown for all the sliceson eachnode,and for all of the
nodesfor aparticularslice.Additionally, summariesaregen-
eratedwith theslice-centricinformation,showing themaxi-
mum, average,andtotal valuesfor eachof the slice-centric
dataitemsacrossall nodesin a slice. Only two meta�lesare
generatedwith the node-centricdata– onethat containsall
of thenode-centricdatafor eachnode,andanotherthatomits
someof the less-important�elds, suchas identifying all of
theresourcehogs.Thesecondmeta�le is intendedto beused
onnarrowerscreens,to avoid horizontalscrolling.

From a scalability perspective, the processingstepsdis-
cussedabove are quite tolerable,sincethe numberof indi-
vidual �les generatedis roughly# slices+ 2 � # nodes.At
PlanetLab'scurrentsizeandusage(approximately600nodes
and 250 experiments),thesestepsgenerate1500 �les ev-
ery 5 minutes,or 5 �les per second. If we assumethese
�les are randomly-accessed,and if we have 2 other seek-
causingmetadataaccessesper �le, this ratestill yields only
15 seeks/second,which is at leasta factor of 5 lower than
currentdiskscanhandle.

In termsof network anddisk bandwidth,thecurrentnum-
bersalso leave plenty of headroom.CoMon currentlygen-
erates600MB of raw dataperday taking into accountboth
the node-centricandslice-centricfetches. On average,this
is lessthan7.5KB/sec.Compressioncanreducethisnumber
further– CoMon'sdaily logs,whencompressedwith bzip2 ,
generallydropto 10%of their raw size.

3.3 ScalingProcessing

The scalability issuesfor CoMon arise from the desireto
presentgraphicaltwo-day historiesfor any value shown in
the tables. We usethe popularRRDTool [5], which is de-
signedto ef�ciently maintaintime-seriesdatabasesfor mon-
itoring applications,from which monitoring graphscan be
easilygenerated.We haveoneseparatedatabase�le for each
row of any table, which provides us the bestpracticalbal-
ancebetweenef�ciency and�e xibility . This approachallows

us to addnodes/slicesto CoMonwithout having to reformat
the database�les. Adding more metricsper row, however,
doesrequireupdatingthe database�les. While RRDTool
hasrecentlyaddedsupportfor transferringvaluesfrom one
databaseto another, we currentlyjust eraseold database�les
whentheformatchanges.

Thetotal numberof database�les is thenO(# nodes+ 3 �
# slices+ # slivers),wherea sliver is a slice instantiatedon
a node.In theory, themaximumnumberof sliversis # slices
� # nodes,but not all slicesaredeployedon every node. In
practice,about25slices(out of 200-250slices)aredeployed
acrossmorethanthree-fourthsof all nodes,while another25
are deployed on more than half. This kind of distribution
canbe seenin Figure4, which shows a fairly typical snap-
shotof the numberof nodesusedby eachslice. In total, of
the100,000possiblesliversthat could typically exist, about
20,000-22,000exist at any given time in the recentpast. A
longerhistoryof thenumberof total sliversis shown in Fig-
ure5. Thedip at 120dayscorrespondsto a majorPlanetLab
upgradethat requiredsigni�cant downtime. The dropsnear
170daysweredueto problemsencounteredin theprocessof
testinga kernelupgrade.Othersmallerbumpsaretypically
theactivity nearconferencesubmissiondates.

If thesedatabasesare to be updatedevery 5 minutes,
the numberof seeksinvolved exceedsthe rate that can be
achieved by current disks. Assumingan optimistic num-
ber of 3 seeksper �le, this workloadwould require3 high-
performancedisksrunningcontinuouslyat maximumspeed
just to maintainthecurrentupdaterate. In practice,we seem
to requiremorethan3 seeksper �le (understandable,given
thenumberof directoriesinvolved),andotheractivities also
usethedisk. Even if this seekratewasachievable,it would
be dangerousfrom a designstandpointto be so closeto the
hardwarelimits at all times.Not only would it limit scalabil-
ity (any new slicesmight causeoverload),but even a slight
miscalculationcouldcauseeachupdateto run slightly above
thetime allotted,cumulatively increasingtheoverall loadon
thesystemandeventuallycausingcollapse.

Theapproachwe take to this problemstemsfrom theob-
servationthathigherdisk bandwidthis easierto achievethan
higherseekrates,andthatpreservingdisk locality via batch-
ing canexploit thehigherbandwidth.Batchingalsonaturally
implies delayingsomeoperations,possiblycausinglonger
delays,soanaiveapproachcanresultin lowerperceivedper-
formance.To reducetheperceivedimpactof batchingwhile
still using it to addressthe disk seekproblem,we split the
dataprocessinginto severalsteps,andbatchindependentlyat
eachstep. In this manner, we cancontrol how muchdelay
is introducedin the varioustables/graphs,andwe cancon-
trol the resourceusageof thevariouscomponents.The four
processingstepsaredescribedbelow.

� Gather Data – Every 5 minutes,gatherdatafrom the
slice-centricdaemons.Write all datasequentiallyinto
a snapshot�le of the currentstate,write anothercopy
into an “update” �le, andalsoappendit to the history
�le for thecurrentday. If no otherinstanceof thepro-
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Figure5: Daily countof total numberof slivers

gramis currentlywriting tables,write the per-nodeta-
bles, the per-slice tables,and the tablesfor the maxi-
mum/average/totalresourcesconsumedby eachslice.

� Split – This programchecksfor the “update” �les gen-
eratedby the “gatherdata” process.It takesthemono-
lithic update�le andsplitsit into aseparate�le perslice.
It repeatstheprocessfor every monolithicupdate�le it
�nds.

� UpdateStats– Usingtheper-sliceupdate�les, thispro-
cessupdatestheRRDdatabasescontainingtheper-slice
statisticsfor maximum,average,andtotal resourcecon-
sumption. Only one instanceof this processrunsat a
time, and processingis comparatively CPU intensive.
Onafastdual-processornode,thissteptakesonly 10-20
seconds,but cantake minuteson a moreloadedunipro-
cessor. With thesetimesandthe dependentprocessing
steps,thegraphsfor theper-slicestatisticstendto lagno
morethan10-15minutesbehindthe currenttime. The
tables,in contrast,areupdatedin realtimewith thelatest
gathereddata.

� Update Slivers – Takes the per-slice update�le and
splitsit by nodeto generateper-sliver �les. It thentakes
all of theper-sliver �les andupdatesthecorresponding
RRD databases.On a fastdual-processormachinewith
two harddrivesin aRAID0 con�guration,thissteptakes
150-250seconds.On a slower uniprocessor, this step
cantakeover2000seconds.

Thebene�t of this partitionedapproachis thatwe canop-
timize (to the extent possible)the amountof lag seenby
users3. Themostcommonly-usedportions,thenode-centric
and slice-centrictablesare always up to datewith respect
to the most recentdatagathered. The graphsfor the node
metricsare also recent,and only on slow systemswill the
slicesummarygraphsbedelayed.Finally, thegraphsfor the
slivermetrics,whichconsumethemostresourcesandarethe
least-frequentlyusedportion of the system,can experience
themostlag.

3To clarify, weusethetermlag to de�ne thetimedifferencebetweenthe
mostrecentvaluein thesystemversusthecurrentwall-clock time

An interestingadditionalbene�t of this approachhasbeen
theability to tunethelag to reduceheat-inducedstresson the
disks. We have found that 1U rack-mountedsystemsoften
cannotef�ciently dissipatethe heatfrom drives running at
full seekcapacity, andthat theoverheatingdrivescausereg-
ular systemlock-upsrangingfrom severalsecondsto over a
minuteat a time. By addingdelay loops into the processes
that updatethe RRD databasesfor the slice summariesand
slivers,we canreducethe heatbuildup in thesesystemsfor
thecostof someextra lag in thegraphs.

3.4 NodeSelection

As CoMon's utility increased,so did many users'desiresto
do somethingwith CoMon's data,which led to thedevelop-
mentof nodeselectionsupport.Originally, CoMonusershad
several less-than-appealingoptionswhen trying to incorpo-
rateCoMoninto othersystems:they couldscreen-scrapethe
HTML tables,they coulddirectly querythesensors,or they
couldcopy-and-pastedatafrom their browsers.Somemech-
anismswasneededto automatethis processandleveragethe
supportCoMonalreadyhaddeveloped.This part of thede-
signhadseveralguidingprinciples:keeptheprocessassim-
ple aspossible,make it easilyaccessibleto peoplefamiliar
with C, allow it to beeasilyscriptable,andreducethe“buy-
in” necessaryfor usersto adoptthesolution.

We ultimately chose to extend the table meta�le that
CoMon generatesto be usedwith the CGI applicationthat
generatesall CoMontables.By doingso,weaddvirtually no
overheadto theprocessof generatingregularCoMonpages,
makingthe infrastructurechangerelatively transparent.We
passthe selectioncriteria in the URL itself, making it easy
to be usedboth with browsersaswell asstandalonedown-
loading tools suchas curl and wget , popular in scripts.
Weoptedfor asimple,C-likesyntax(with matchingoperator
precedence)for specifyingnodes,sinceit wascompactand
would beeasilyrecognizableto mostof our targetaudience.
While thesechoicesarenot ultimatelyasexpressive asother
options,we felt that they presenteda goodbalancebetween
simplicity andutility.

Whenthenodeselectionsupportis used,eachrow is tested



againstthe selectioncriteria, and if the statementevaluates
positively, thenodeis includedin thedisplay. Columnnames
aretreatedlike variables,andthestandardsetof comparison
operationsareprovided. To geta senseof how this selection
works, the following text can be addedto the node-centric
table'sURL to selectlightly-loadednodesonly:

select='resptime> 0 && 1minload < 5 && liveslices< =
5'

Specifyinganonzeroresponsetimeselectsonly livenodes,
while specifyinga1 minuteloadof lessthan5 andfewerthan
5 slicesactively runningfurtherrestrictsit to only thosenodes
thathave relatively little work competingfor theCPU 4. The
selectioncriteria can also be usedto identify problematic
nodes,suchasthis example:

select='drift > 1m jj (dns1udp> 80&& dns2udp> 80) jj
(resptime> 0 && gbfree< 5) jj sshstatus> 2h'

This selectsfor four types of problems– clock drifts
greaterthan 1 minute, primary and secondaryDNS failure
ratesabove 80%, live nodesthat are running short on free
disk space,andnodeswherethe SSHdaemonhasbeenre-
fusing connectionsfor over 2 hours. This kind of selection
statementwould beusefulto groupslike PlanetLab's opera-
tionsstaff in orderto identify problematicnodes,andperhaps
show themon a Web page.However, whenwe combinethe
two selectioncategoriestogether, wecan�nd nodeswith low
loadandwithout problems:

select='(resptime> 0 && 1minload < 5 && liveslices< =
5) && ((drift > 1m jj (dns1udp> 80 && dns2udp> 80)
jj gbfree< 5 jj sshstatus> 2h) == 0)'

Users can further specify the directive
format=nameonly in the URL to specify that in-
steadof generatingHTML tablesasoutput,CoMon should
produceonly a list of nodenamesin text format. This kind
of URL is theneasilyamenableto usein scripts.

The additionalcodeto supportthesefeaturesconsistsof
a simple parserand evaluator, andsomeadditionalsupport
whengeneratingthetablemeta�les. In total, this nodeselec-
tion codeamountsto lessthan300additionalsemicolon-lines
addedto thesystem.

The computationalcostof this supportis relatively mod-
est,andis actuallya netbene�t for theinteractiveuser, since
theextra latency in performingtheselectionis almostalways
recoveredby the lower time requiredby thebrowserto ren-
der fewer rows. Somesampletimesmeasuredat the server
areprovidedin Table1 for the typesof selectionstatements
discussedabove. Note that while using the nodeselection
supportincreasesruntime,morecomplicatedstatementsthat
reducethe amountof dataproducedcantake lesstime than
simplerstatements.

4SincePlanetLabis a sharedinfrastructure,higher load levels are not
uncommon

TestName Time OutputSize

base 90ms 2772KB
+ live 101ms 2331KB
+ low load 97ms 405KB
+ noproblems 99ms 394KB
+ namesonly 95ms 2 KB

Table1: Timesandoutputsizesresultingfrom variousselec-
tion options.

4 Discussion

While anopen-endeddiscussionabouttheroleof monitoring
in distributed systemsis beyond the scopeof this paper, a
morefocuseddiscussionaboutCoMoncanbeshapedby two
questions:hasit provensuccessful,andwill it keepworking.
We addressthesequestionsbelow.

4.1 DoesCoMon Work?

Thoughwe obviously cannotquantify the impactof CoMon
in a controlledmanner, we canpresentsomeevidenceof the
kindsof bene�ts CoMon is producingfor PlanetLab. While
all of theexamplesareanecdotal,webelievethatthenumber
of themandtheirdiversityserveto illustrateCoMon'simpact.

Two toolshaveusedCoMon'soutputto diagnoseproblems
logginginto PlanetLab– onedevelopedby Neil Springcalled
why andour own tool, calledCoTest , which wasinspired
by Neil's script. Both tools areavailableasstandalonepro-
gramsthat run locally on a user's machine.They download
datafrom CoMon andother sources,anddetermineif sev-
eral commonproblemsarepreventingusersfrom accessing
thenode.Thesetoolsserve asa self-helpmechanismbefore
askingPlanetLabsupportto investigatelogin problems.

The developersof OpenDHT[12], a notableandwidely-
usedservicerunning on PlanetLab,usedCoMon to iden-
tify whereproblemswerearisingin their service.OpenDHT
providesa publically-accessibledistributedhashtableacross
PlanetLab,andrelieson an event-driven server process.In
normal operations,this server should consumeCPU only
whendatais exchangedwith othercomputers,but in excep-
tional conditions,it wasneedlesslyspinning. Its extra CPU
consumptiondid notaffect thecorrectnessof its operation,so
it wasnot initially noticedby its developers. With CoMon
showing that it wasoneof thelargestconsumersof CPUcy-
cleson PlanetLab,its developerswereableto �nd thenodes
whereproblemswerearisingandtrack their causes.Fixing
the problemeliminatedthe spinning,improvedOpenDHT's
latency, andbroughtits per-nodeCPUusagedown to 1-2%.

In anothercase,CoMon was used to determinewhich
experiment was freezing dozensof PlanetLabnodes. In
September2004,astheNSDI papersubmissiondeadlineap-
proached,blocksof PlanetLabnodesbecamecompletelyun-
responsive in a few days. Dozensof nodeswere dying at
nearlythesametime, andthemachineswerewedgedto the
point that only rebootswereableto restartthem. However,



Figure6: Screenshotof CoMon's node-centricview, sortedby theLive Slicescolumn. The iconsnearthenodenamesallow
for post-mortemslicesnapshotsandcurrentresourceusage.

with noability to log into thenodes,all themachinesrequired
eitherremotepowercyclesvia powercontrolunits,or manual
resetsperformedby on-siteadministrators.Using CoMon's
snapshotsof sliceactivity for eachdeadnode,wewereableto
identify theslicethatwasresponsibleandthemechanismthat
wascausingthenodesto freeze.Theslicewasquickly allo-
catinglargeamountsof memory, exhaustingswapspaceand
triggeringakernellock-uponthenodes.Theproblemsdisap-
pearedwhentheslicestoppedrunningonothernodes.With-
outCoMon,theproblematicslicewouldnothavebeeneasily
identi�ed, andthesituationmighthaveworsenedcloserto the
NSDI deadline.

In responseto the swap memory exhaustion problem,
Andy Bavier developeda monitoringprogram,pl mom,that
usesCoMon to help police swap usage. When a node's
swapmemoryusagecrossesa giventhreshold,pl momuses
CoMonto determinewhich sliver is usingthemostphysical
memory, andkills it. While it would be desirableto deter-
minewhich sliver is usingthemostswap, this accountingis
unavailable in Linux, andphysicalmemoryconsumptionis
oftenhighlycorrelatedtoswapconsumptionin PlanetLab. As
aprecaution,if swapusagecontinuesto grow afterkilling the
largestmemoryconsumer, pl momrebootsthenode. While
this option is undesirable,an automaticrebootis preferable
to thenodefreezingandrequiringmanualintervention.

A �nal piece of evidence illustrates our belief about
CoMonbeingsuf�cient for anumberof monitoringtasks.We
have repeatedlyreceivedrequestsfor CoMonto includeper-
slice disk usagein its slice-centricinformation. Disk space

is generallyquite available on most PlanetLabnodes,and
is not much of a contendedresource,sinceevery slice has
its own 5GB quota.Having individual experimentsmonitor-
ing their own disk spaceusingany sort of parallel sshtool
would be quite trivial. However, by having this valueavail-
able in CoMon, userscould moreeasily monitor their own
experimentsandretainthebene�tsof historyandloggingthat
CoMonprovides. We have not yet beenableto includethis
informationbecauseCoMon,runningin its own vservercon-
text, doesnothavetheprivilegeto view thediskconsumption
of otherslices. However, we arein theprocessof receiving
thenecessaryinformationvia theProperservice[10].

4.2 DoesCoMon Scale?

It is reasonableto askwhethertheapproachwe have takenis
the right approachto make a large-scalemonitoringsystem
scale. Given our experiencesand the measurementsof the
currentsystem,wearefairly con�dent thatourcurrentdesign
can handlea factor of ten expansionin PlanetLabwithout
muchconcern.The partsof the monitoringsystemthat run
on a �x ed schedule,like the datagathering,arenot a scal-
ability issue. The sliver processingautomaticallyadjustsits
frequency basedon the amountof work needed,so Planet-
Lab'sgrowthwill only causeanincreasedlagin theper-sliver
graphs.If the numberof sliversincreasesby a factorof 15,
the lag in the sliver graphswould increaseto onehour, as-
sumingour currenthardwarestays�x ed (dualprocessor3.2
GHz Xeon,two SATA drivesin aRAID0 con�guration).



Anotheroption for copingwith scaleis to addmorelazi-
nessinto thedataprocessing,ideallyavoidingmostwork un-
til a graphor table is requested.Even at our currentscale,
we canconsiderwhetherper-sliver databaseupdatescanbe
donelazily. The currentgraphsin CoMon displaydatafor
48 hours,so if no datafrom a sliver is graphedin 48 hours,
thenall databaseupdatesperformedin that time aresimply
wastedwork. Otherwise,theseupdatescanbeviewedasea-
ger updateswhich reducethe latency involved in producing
thegraphondemand.

Thedif�culty in this approachwould bedetermininghow
muchwork needsto be doneto make the graphinglatency
tolerable.If only the raw datais keptandthesliver graphis
built completelyon demandfrom it, then the latency is the
timerequiredto parsetwo daysworth of dataandloadit into
thegraphingtool. At currentscale,thisis slightly morethan1
GB of text, which would take 30 secondsto readat themax-
imum sustainedbandwidthof mostdrives. Readinga bzip-
compressedversionwouldstill take3 seconds,but wouldalso
requirea signi�cant amountof CPU for decompression.In
our experimentswith compressingCoMondata,bzip2com-
pressesthedatato almosthalf thesizeachievedby gzip, but
requiresmorethan25timesasmuchCPUfor decompression.

Keepingall of the raw datain main memoryfor themost
recenttwo daysis technicallypossible,andwould eliminate
disk bandwidthissues. Without any compression,this ap-
proachwould begin to breakdown at threetimes our cur-
rent scale,since it would exhaustthe physicalmemoryof
the machine. Beyond this point, the steeppenaltiesof us-
ing demand-pagedvirtual memorywouldbecomeaproblem,
andwould likely causethis approachto be infeasible.How-
ever, somehybrid approach,especiallyusing compression,
maywork for themostpopularsetof slivergraphs.

In thelongrun,webelievethatsomeform of processingor
indexing is necessaryto make theper-slivergraphsusablein
real time, so a purely lazy approachmaynever work. Find-
ing the right tradeoffs at larger scalewill continueto be an
interestingareafor CoMon to explore. The possibledesign
spaceis large,anddifferentapproacheswill havetradeoffs re-
latedto resourceconsumption,latency, lag,andtheimpactof
popularitydistributions. We intendto exploresomeof these
issuesin futurework.

5 RelatedWork

The project most closely relatedto CoMon is Ganglia[9],
whichhasbeenwidely adoptedfor monitoringcomputeclus-
ters. Thesesystemstend to have different workloadsand
propertiesthanPlanetLab– in particular, theseenvironments
tend not to have the wide swingsin resourceconsumption
seenon PlanetLab,nor do they generallyhave to copewith
resourcesharingat thescaleof Planetlabexperiments,sothe
per-slivermonitoringwhichcausesthescalabilityconcernsin
CoMon is absentin Ganglia. While Gangliahasaddedsup-
port for moredistributedenvironments,andhasbeenrunning
onPlanetLab,it is understandablethatageneral-purposesys-

tem would be lessinterestedin this level of special-purpose
supportfor a uniquesystem.Gangliadoesallow site-speci�c
metricsto be addedto the datait collects,but in our case,
metricssuchassliver resourceusagearenoteasilyintegrated
into thenode-centricdata.This kind of datagatheringpartly
motivatedmakingCoMon a separateentity from CoDeeN's
monitoringsystem,ratherthansimplyextendingit.

AnothermonitoringsystemonPlanetLab,PsEPR[7] (for-
merly known asTrumpet),focuseson �nding problemsvia
several teststo gaugenodehealth. The �rst main difference
betweenPsEPRandCoMonis in thetypesof testsperformed
– PsEPR's testslargely test the PlanetLabinfrastructureit-
self, while most of CoMon's testsare measuringfunctions
of theworkloadsandslices. The seconddifferenceis in the
mechanismusedto communicateinformation– PsEPRuses
theJabberprotocol[2], which providesa decentralizedpub-
lish/subscribecommunicationschannel.While this approach
canbemorescalablethanCoMon'scentralizedapproach,we
havenot foundcommunicationsoverheadsto bea concernat
our currentscale.Evenwith our currentapproach,scalingto
10 timesourcurrentsizewouldnot consumeenoughcentral-
izedmonitoringbandwidthto beanissue.

Two deployment/managementsystems,SWORD [11] and
PLuSH [4], have featuresdesignedfor selectingnodesand
managingexperiments.Thesecanbeviewedasmoresophis-
ticatedforms of solutionslike AppManager[3]. CoMon's
nodeselectionsupportperformssomefunctionssimilar to
thesesystems,but with fewer options and a C-like query
languageinsteadof an XML-basedone. While the useof
XML canprovide moreexpressiveness,our personalexperi-
encesuggeststhatCoMon'sselectsupportcanbeusedto de-
velop reasonablycomplex queries. In the future, if we �nd
that specifying the query within the URL is too constrict-
ing, we may look at optionsto specifya separateURL that
points to the query. However, the premisewe want to test
with CoMon's nodeselectionsupportis whethersomething
simpleandscriptableis goodenoughfor many purposes.

Finally, no discussionof monitoringsystemscanbecom-
pletewithoutmentioningSNMP, thesimplenetworkmanage-
mentprotocol[8]. This systemis widely usedandsupported
by commercialtoolssuchasHP's OpenView [1]. It provides
anopenprotocolformatthatcanbeusedto monitora variety
of differenttypesof equipment,usingavendor-suppliedman-
agementinformationbase(MIB) thatprovidesthespeci�csof
thekindsof monitoringprovidedby eachpieceof hardware.
SNMP's hierarchicalMIBs plus associatedcontrol software
providearich environment,whichweinitially consideredus-
ing for CoDeeNmonitoring. Eventually, we determinedthat
the MIME-headerformat was simpler to use,expand,and
process,while still meetingour needs.

6 Conclusion

CoMon, a wide-areamonitoring systemfor PlanetLab,is
a narrowly-tailored systemdesignedto help provide useful
monitoring anddebugging information for a uniqueworld-



wide platform. Becauseof the special nature of Plan-
etLab, CoMon facesa number of challengesnot seenin
othermonitoringsystems.Among theseareextremelylarge
scalefor infrequently-useddata,andthedesireto ef�ciently
devise active measurementsthat provide insight into the
(mal)functioningof anodewithout revealingtoomuchinfor-
mationaboutwhat is runningon it. In theprocessof devel-
oping CoMon, we have learneda numberof useful lessons
rangingfrom simplicity in design,sparsebut effective user
interfaces,andC-friendlyquerymechanisms.

CoMonhasprovenusefulin expandingthenumberof peo-
ple who canhelp identify andnarrow problemsoccurringin
PlanetLab,allowing the maintenanceof PlanetLabto scale
asthe systemgrows larger. In addition,CoMon hashelped
in post-mortemanalysesof problematiceventsin PlanetLab,
and has provided someimpetusfor developing automated
systemsthat prevent their recurrence. Anecdotalevidence
suggeststhat researchersusingPlanetLabalso bene�t from
having CoMonprovidepassive monitoringandhistoricalin-
formationfor their experiments.We expectthat thesebene-
�ts to continueasPlanetLabgrows,attractsmoreresearchers,
andencountersan ever-expandingrangeof workloads. We
alsoexpectthatmonitoringsucha systemwill presentinter-
estingopportunitiesandlessonsin thefuture.
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