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Abstract

CoMon is an evolving, mostly-scalablenonitoring system
for PlanetLabthat hasthe goal of presentingervironment-
tailoredinformationfor both the administratorandusersof
the PlanetLalglobaltestbed.In additionto passvely report-
ing metricsprovided by the operatingsystem,CoMon also
actively gathersa numberof metricsuseful for developers
of networkedsystemsUsing CoMon, PlanetLabtadministra-
tors and userscan easily spot problematicmachineswhere
the problemmay arisefrom the machineitself, local con g-
uration/environmentproblems,or the workload running on
the machine. Furthermore,userscan easily obsene mary
propertiesof all of the experimentsrunningacrossmultiple
PlanetLabnodes facilitating not only their own experiment
monitoringanddehugging,but alsohelpingscalethe task of
nding PlanetLalproblems.

In this paperwe describeCoMon's designand operation,
includingwhatkindsof dataaregatheredthescaleof thepro-
cessingnvolved, andthe approachesve have takento keep
CoMonrunning.Ourgoalis notonly to illustratethe kinds of
problemsfacedin this ervironment,but alsoto invite others
to participategitherby experimentingwith thedatagenerated
by CoMon,or by building onthe CoMonsystemitself.

1 Intr oduction

CoMonis an extensiblemonitoring systemdesignedspecif-
ically to monitor actvity on the PlanetLabglobal testbed.
At ary giventime, CoMon collectsandreportsstatisticson
roughly 400-450active PlanetLalnodesand200-250active
experimentsrunningon PlanetLab Reportingis donevia a
Webinterfacethat providesthe ability to sortdata,run mod-
eratelycomplex selectionqueriesandshav graphsof recent
history. In termsof the datacollected,CoMon lls a mon-
itoring niche betweenthe general-purposepassie report-
ing tools provided by the operatingsystemand application-
Speci ¢ reportingsystems.

CoMonhassenedanumberof differentrolesin the Plan-
etLabcommunitysinceits launchin August2004,including
thefollowing:

“Suf cient” monitoring — For mary PlanetLabusers,
CoMon providesenoughmonitoringto eliminateor re-
ducethe needfor experiment-speci cmonitoring. Es-
pecially for projectswhere developmentresourcesare
tight, and the most important concernsare processes

runningout of control, CoMon's reportingis often suf-
cient to track how the experimentis consumingre-
sourcegjlobally.

Community-aided problem identi cation — For more
attentve PlanetLabresearchers;oMon often provides
enoughinformationto determinewhy somePlanetLab
nodesmay be acting strangely or which other experi-
mentsmaybeimpactingtheir experimentsThis kind of
informationhasbeenextremelyvaluablefor preserving
the privacy of experimentswhile still enablingthe over-
all communityto help the PlanetLaboperationsstaf in
identifying problems.

Login tr oubleshooting— The CoTesttool usesCoMon-

provided datato help usersdeterminewhy their logins

may be failing. It testsa variety of commonconditions
thatoftencausdogin failures,allowing usersto provide

moreinformationwhenreportingfailuresto PlanetLab
support.

Node selection— A relatively recentfeatureof CoMon
allows usersto specify arbitrary queriesto selecta set
of nodes. Thesequeriescanalsooutputresultsin vari-
oustext formats,enablingthe useof CoMonin scripting
systems. This approachis useful both for identifying
problemsaswell asfor selectinghodeswhendeploying
new (short-lived)experiments.

Over time, CoMon has grown acrossmary dimensions,
from the numberof testsit runs,to the variety of outputdata
it cangenerateto the typesof problemsit canhelp nd. Its
missionhasalso grown in thattime, from a purely passie
Web-orientedsystenthatonly monitorednode-orientedlata,
to onethat now maintainsa history of resourceusageinfor-
mationof every experimenton every PlanetLaimode.

In therestof thispaperwewill discussrav CoMonworks,
whatit measuresandhow its designis tailoredto ef ciently
managinglarge volumesof dataon relatively simple hard-
ware.We alsodiscusscurrentlimitationsof CoMon,andhow
it couldbeexpandedo becomeanoreuseful.ln Section2, we
provide somebackgroundn CoMon, andpresenits design
in Section3. We discussCoMon's operationin Sectiord and
comparewith relatedwork in Section5 beforeconcludingin
Section6.
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Figure 1: Screenshobf the CoDeeNmonitoringsystemwhich wasthe modelfor CoMon. Rows are PlanetLabnodes,and
mostcolumnscontaintwo datavalues,with the columnheadingsndicatingthe metricsbeingdisplayed. The bottomof the
window shavs a 2-dayhistoryof ary cell value. Otherwindows canshow historieson all nodesfor a givenmetric,or histories

of all metricsfor agivennode.

2 Background

CoMon'sinspirationwasthe service-speci anonitoringsys-
tem for the CoDeeNContentDistribution Network [13]. At
the time of CoMon's development,CoDeeNran on approx-
imately 110 North American PlanetLabnodes,was opera-
tional for over a year andwasreceving millions of requests
daily. Part of the challengeof keepingit continuouslyoper
ating was determiningwhat sort of eventscould impactits
performance. So, in additionto reportingthe peeringsta-
tus, traf ¢ rates,andusercountsfor all CoDeeNnodes the
monitoringsystemalsoprovidedstatusnformationaboutthe
PlanetLamodethemseles.

A screershotof CoDeeNs monitoringsystemis shovn in
Figure 1, and shavs a numberof metricsas columns,with
PlanetLabnodesasrows. The sortordercanbe changediy
clicking on a columnname,and clicking on ary cell value
displaysa historicalgraphfor thatvaluein the bottomwin-
dow. Cell valuesarecolor-codedto indicateunusuallyhigh
or low values.While CoDeeNSs monitoringservicedoesnot
try to be a general-purposmonitor, and presentdessnode-
level informationthanthe Gangliasystem[9] (alsodeployed
on PlanetLab)jt attracteda numberof userswho usedit pri-
marily to gaugePlanetLamodehealthinstead.

We attribute this usageto a numberof designfactorsthat
we retainfor CoMon. Themostimportantfactor in our opin-
ion, is the useof relatively plain HTML tablesasthe default
mechanisnfor displayingdata.Thisapproachs lessvisually

impressve thanGanglias useof graphsto displaytherecent
history of eachmetric, but we perceve severaladvantagesn
this approach.Tablesef ciently utilize valuablescreenreal
estate,making it easynot only to seethe valuesfor mary
nodeson screenat the sametime, but alsoto seemultiple
metricsfor eachnode. On atypical screena CoDeeN-style
format candisplay 10 rows of data,with 17 columnsand?2
valuesper column,for atotal of 34 dataitemspernode.The
variety of itemsis important,because¢he diversity of experi-
mentsrunningon PlanetLalranhave awide varietyof effects
on the nodes,so seeingmultiple metricssimultaneoushcan
easeproblemidenti cation. The lower transmissiorsize of
tablesalsoreduceshe bandwidthrequiredto seethe entire
summaryandmakesthe systemfeel moreresponsie.

Severalfactorsin uenced our decisionto make CoMona
separateentity from the CoDeeNmonitoring system. The
rst wasthat mary nodesparticularlyin low-bandwidthar-
eas,were not targetsfor a CoDeeNdeploymentat thattime
(thoughsincethattime, CoDeeNhasexpandedo run across
all of PlanetLab).Having CoMonwould enableusto moni-
tor thesenodes.A secondfactorwasan ongoingdiscussion
abouttheimportanceof privacy on PlanetLatandwhetherre-
searchershouldbe ableto seewhatotherexperimentsvere
doing via tools suchastop or ps. At this pointin Plan-
etLab'’s development,resourceisolation was not fully de-
veloped, so well-behared experimentsoften suffered from
poorly-implementednes. Complicatingmatters,PlanetLab
usesvseners[6], which providesthe appearancef running
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Figure2: Excerptfrom sampleoutputfrom the slice-centricdaemonshaving resourceconsumptiorperslice. The columns,
from left to right, are context number(numericuseridfor the slice), transmitandreceve ratesfor the pastl and 15 minutes,
numberof processegphysicalandvirtual memoryconsumptionpverall CPU andmemoryutilization, andslice name. Most

nodeshave ontheorderof 50 slicesrunningatatime.

on a virtual machine,without providing full resourceisola-
tion 1. As a result, while userscould seethat a nodewas
behaing strangelyfrom its responsienessor otherfactors,
they had no recoursebut to notify PlanetLabsupport,who
couldthentry to investigate As PlanetLabwvasgrowing, this
approactlof relying on PlanetLalSupportto policeall exper
imentsrunningon all nodeswasnot scalable.

For the sale of clarity, we de ne sometermsusedin the
restof this paper We usethetermnodeto referto any Planet-
Labmachine andsiteto referto all nodesata givenphysical
location. EachPlanetLabaccountwhich canbe instantiated
on ary andall of the PlanetLabnodes,is calleda slice, and
its instantiationon onenodeis calledasliver.

CoMonwasviewed asa privacy compromisewhereary-
onecouldseeresource&eonsumptiordetailsaboutotherslices,
without having accesgto the information on a perprocess
basis. This approachwould alsoallow the entire PlanetLab
communityto getinvolvedin policing resourcaisageandto
helpspotproblemsonnodes By makingresourcaisageub-
lic information, it was hopedthatcommunalpressurecould
be exertedon thoseslicesthatwerebehaing poorly. Planet-
Lab's supportstaf couldobviously getinvolvedatary point,
but the goalwasto reducethe needfor themto have to iden-
tify the problemfrom scratcheverytime.

Additionally, by expandingthe amount of information
availableaboutnodehealth,CoMonandotherservicescould
be developedin their own slices. This approachis prefer
able to running everythinginside the root context, because
notonly doesit provide thekind of isolationthatrunningun-
privileged processeprovides, but it also motivatesa more
decentralizedlesign.As moreinfrastructuregetsbuilt by the
community the fewer featurerequestsieedto be handledby
PlanetLabs centraldevelopers.

1The useof vsenersprovidesa level of scalabilityandperformancenot
easily achieved with other production-lgel virtual machinetechniquesso
for Planetlabjts bene tsoutweighits dravbacks

3 Design

In this section,we describethe overall designof CoMon, as
well asthe designof theindividual pieces. At a high level,

CoMon consistsof two daemonghatrun on eachPlanetLab
node,a centralizeddatagatheringandprocessingnfrastruc-
ture, and a display facility that provides supportfor simple
userspeci ed queries.We describeeachof thesein the rest
of this section.

3.1 Per-NodeDaemons

CoMonrelieson two daemongsunningon eachnode,which

provide node-centricdetailsas well as slice-centricdetails.
BothdaemonsccepHTTPrequestandrespondvith HTTP

responsedp allow themto be accessedfom Web browsers
in additionto beingusedwith automatedystemsBoth dae-
monsprovide responses human-readablext ratherthanin

binary, mostlyto allow easyextensibility.

3.1.1 Slice-centricdaemon

Of thesewo daemonstheinformationpresentedby theslice-
centricdaemonis muchsimpler— it reportsthe aggreyatere-
sourcesusedby all processesvithin eachslice. It reports
11 metrics—thetransmitandreceive bandwidthdor the past
1, 5, and15 minutes,the physical/virtualmemoryconsump-
tion, the CPUandmemoryusageandthe numberof portsin
use.Thisdaemons anextensionof theslicestasensosener
originally developedby BrentChun.

This daemorgetsmostof its datafrom the slicestatsensor
operatingon eachnode,andformatsit in a mannersimilar
to the“top” monitoringtool. The daemorhasa main event-
drivenprocesghatrespondgo client requestsanda second
helperprocesghatcommunicatesvith the slicestatsensoiin
orderto getthedatait needsAll outstandingequestsanbe



satis ed by a singleresponsdrom the slicestatsensoysince
the samedatais presentedo all clients. A sampleof this
sensomwoutputis shovn in Figure2.

3.1.2 Node-centricdaemon

Thenode-centriageportingcurrentlycovers57 valueswhich

consistof OS-proszided metrics, valuesthat are passvely

measurear synthesizedrom othersourceon thenode,and
valuesthat areactively measuredy meansof testprograms
runningon the node. A brief summaryof thesemetricsis

providedbelow:

OS-provided — uptime, CPU utilization (overall and
system), memory size, actve memory consumption,
disk size, disk spaceavailable, swap size, swap space
available,date,1 minuteload,5 minuteload,swapin/out
rate,anddisk read/writerate.

Passvely-measued/synthesized- last time ssh suc-
ceededlasttime slice-centricdaemorsucceeded;lock
drift, numberof raw portsandicmp portsin use,number
of slicesin memory numberof slicesusingCPU, num-
berof portsin use,numberof portsin usefor morethan
an hour, andresourcehogs(which experimentsare us-
ing the mostCPU, memory processeshandwidth,and
ports)

Actively measured — max/arg value reportedby a 1-

secondtimer, max/arg value for time neededto make

loopbackconnection,whetherthe global le table has

free entries,amountof CPU available to a spin-loop,

amountof memory pressureseenby a test program,
UDP and TCP failure ratesfor local DNS seners, last

HTTP failure time, detectingpresenceof transparent
Web proxies

Theguidingprinciplefor choosingmetricsfor inclusionis
whetherthey canprovide insightinto why a researches ex-
perimentsmay be behaing strangelyon a given node. This
approacteallows usto prunethe dozensof OS-prosided met-
rics to a more manageablset,andit alsoguidesthe devel-

opmentof someof the more unusualactive measurements.

For example,the CPU consumptiorof a spinloop 2 andthe

obsenedbehaior of atimer bothgive someinsightinto how

muchCPU PlanetLals customschedulegiveseachexperi-

ment. Likewise, the transparenproxy test,which checksif a

remotesener seeghe samelP addresssalocal client sees,
is usefulfor experimentghatcontactHTTP seners,but may

notbeusefulin non-testbe@nvironments.

The structureof the node-centricdaemonis intentionally
simple — it consistsof one main event-driven processthat
spavnsapoolof helpersasaWebsenermighthandlediffer-
entCGI programs.Eachhelperprocesss persistentandpe-
riodically generatesipdatedvaluesfor the quantitiesit mea-
suresWhenaclientrequestslatafrom thenode-centriclae-

2This testwas original conceved by Andy Bavier to gaugePlanetLab
capacityin therun-upto the SigComm2005deadline.

VMStat: 2 1 148384 20916 44904 440904 1 0 [..]
CPUUse: 68 100

DNSFail: 0.0 0.0 0.0 0.0

DfDot:  14% 155.504 179.39

Date: 1133129457.852773000
Uptime:  96899.85

Loads: 5.09 3.75 3.88

Timer: 236.646000 11.412840
FdTestHist: 0x0

ServTest: 12.505000 1.617917
Meminfo:  0.987202 60.7348 14.1503
KernVer: 2.6.12

Burp: 28.5%

MemPress: 98

LastSsh: 1133128201

Test206: 206 0 o 0
SamePorts: 457 list_sameports
SnapPorts: 1469 list_portsnap
SameHog: 178 princeton_codeen
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RawPorts: 6
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RxHog: 567 princeton_codeen

ProcHog: 60 princeton_coblitz
NumSlices: 43 0.000000
LiveSlices: 9

Figure3: Sampleoutputfrom thenode-centriclaemorshaw-
ing all measurementgerformed.The interpretatioranddis-
play of the measuredialuesis controlledvia a con guration
le onthe machinethat gathershe datafrom all of the per
nodedaemons.

mon, it recevesarespons¢hatcombineshemostrecentval-

uesfrom eachhelper This approacHeadsto alarge number
of processegover 100with the currentdesign) but mostpro-
cessegrewaitingatary giventime andhave smallfootprints.
On average CoMonusedessthan0.5%of eachnodes CPU
for its processing A samplenode-centricesponseés shavn

in Figure3.

3.2 Data Gathering

While the CoMondaemon®perateon eachnode thebulk of
CoMon datagatheringand processingperatesn a central-
izedfashion,mostly to reducecomplexity andto ensurethat
we have a properly-pravisionedmachineavailable.

Datais collectedfrom the pernode daemonsevery ve
minutes,andis storedin a variety of les. Most nodes(typ-
ically over 90%) respondwithin one second,and generally
fewerthan ve nodestake morethan10 secondgo respond.
All fetchesare performedin parallelto reducelateng. The
raw data,in text format, is storedin several places: (1) a
le containingthe mostrecentsnapshofor all nodes(2) ap-
pendedo theendof a le containingall of the datagathered
for the currentday, and(3) alsowritten into one le perlive
node so that the last live datais available for post-mortem
nodeanalysis.

The most basic processingof the raw data generates
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meta les that canthenbe usedby CGI programsto gener

ate sortedHTML tableson demand. The numberof these
meta lesis O(slices+ nodes)-the slice-centridnformation
is shawvn for all the sliceson eachnode,andfor all of the
nodedor aparticularslice. Additionally, summariegregen-
eratedwith the slice-centricinformation, shaving the maxi-

mum, average,andtotal valuesfor eachof the slice-centric
dataitemsacrossall nodesin aslice. Only two meta les are
generatedvith the node-centriadata— onethat containsall

of thenode-centricddatafor eachnode,andanothetthatomits
someof the less-importantelds, suchasidentifying all of

theresourcénogs.Thesecondneta le is intendedo beused
on narraver screensto avoid horizontalscrolling.

From a scalability perspectie, the processingstepsdis-
cussedabove are quite tolerable,sincethe numberof indi-
vidual les generateds roughly# slices+ 2 # nodes.At
PlanetLabé currentsizeandusaggapproximatelys00nodes
and 250 experiments),thesestepsgeneratel500 les ev-
ery 5 minutes,or 5 les per second. If we assumethese
les are randomly-accessednd if we have 2 other seek-
causingmetadataaccessegper le, this ratestill yields only
15 seeks/secondyhich is at leasta factor of 5 lower than
currentdiskscanhandle.

In termsof network anddisk bandwidth the currentnum-
bersalsoleave plenty of headroom.CoMon currently gen-
erates00 MB of raw dataper day takinginto accountboth
the node-centricand slice-centricfetches. On average this
is lessthan7.5KB/sec. Compressiortanreducethis number
further— CoMon'sdaily logs,whencompressedith bzip2 ,
generallydropto 10%of theirraw size.

3.3 ScalingProcessing

The scalability issuesfor CoMon arise from the desireto
presentgraphicaltwo-day historiesfor any value shown in
the tables. We usethe popularRRDTool [5], which is de-
signedto ef ciently maintaintime-seriesdatabasefor mon-
itoring applications,from which monitoring graphscan be
easilygeneratedWe have oneseparatelatabasde for each
row of ary table, which provides us the bestpracticalbal-
ancebetweeref ciency and e xibility. This approachallows

usto addnodes/sliceso CoMon without having to reformat
the databaseles. Adding more metricsper row, however,
doesrequire updatingthe databaseles. While RRDTool
hasrecentlyaddedsupportfor transferringvaluesfrom one
databas¢o anotherwe currentlyjust eraseold databasdes

whentheformatchanges.

Thetotal numberof databasedes is thenO(# nodes+ 3
# slices+ # slivers),wherea sliver is a slice instantiatecbn
anode.In theory the maximumnumberof sliversis # slices

# nodesbut not all slicesaredeployed on every node. In
practice,about25 slices(out of 200-250slices)aredeployed
acrosanorethanthree-fourthf all nodeswhile another25
are deployed on more than half. This kind of distribution
canbe seenin Figure4, which shows a fairly typical snap-
shotof the numberof nodesusedby eachslice. In total, of
the 100,000possiblesliversthat could typically exist, about
20,000-22,00@xist at ary giventime in the recentpast. A
longerhistory of the numberof total sliversis shavn in Fig-
ureb5. Thedip at 120dayscorrespond$o a major PlanetLab
upgradethat requiredsigni cant downtime. The dropsnear
170daysweredueto problemsencountereih the procesof
testinga kernelupgrade.Othersmallerbumpsaretypically
theactvity nearconferencesubmissiordates.

If thesedatabasesare to be updatedevery 5 minutes,
the numberof seeksinvolved exceedsthe rate that can be
achieved by currentdisks. Assumingan optimistic num-
ber of 3 seeksper le, this workloadwould require3 high-
performancalisks running continuouslyat maximumspeed
justto maintainthe currentupdaterate. In practice we seem
to requiremorethan 3 seeksper le (understandablegiven
the numberof directoriesinvolved),andotheractvities also
usethedisk. Evenif this seekratewasachievable,it would
be dangerougrom a designstandpointo be so closeto the
hardwarelimits at all times.Not only wouldit limit scalabil-
ity (any new slicesmight causeoverload),but even a slight
miscalculatiorcould causesachupdateto run slightly above
thetime allotted,cumulatively increasinghe overall loadon
the systemandeventuallycausingcollapse.

The approachwe take to this problemstemsfrom the ob-
senationthathigherdisk bandwidthis easierto achiesze than
higherseekrates,andthatpreservingdisk locality via batch-
ing canexploit the higherbandwidth.Batchingalsonaturally
implies delaying someoperations,possibly causinglonger
delayssoanaive approackcanresultin lower percevedper
formance.To reducethe percevedimpactof batchingwhile
still usingit to addresghe disk seekproblem,we split the
dataprocessingnto severalstepsandbatchindependentlyat
eachstep. In this manner we cancontrol how muchdelay
is introducedin the varioustables/graphsandwe can con-
trol the resourceusageof the variouscomponentsThe four
processingtepsaredescribedelow.

Gather Data — Every 5 minutes,gatherdatafrom the
slice-centricdaemons.Write all datasequentiallyinto
a snapshotle of the currentstate,write anothercopy
into an “update” le, andalsoappendit to the history
le for thecurrentday If no otherinstanceof the pro-
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gramis currentlywriting tables,write the pernodeta-
bles, the perslice tables,and the tablesfor the maxi-
mum/average/totatesourcegonsumedy eachslice.

Split — This programchecksfor the “update” les gen-
eratedby the “gatherdata” process.It takesthe mono-
lithic updatele andsplitsit into aseparatde perslice.
It repeatghe procesdor every monolithicupdatele it
nds.

Update Stats— Usingthepersliceupdateles, thispro-

cesaupdateshe RRD databasesontainingthe perslice

statisticsfor maximum,average andtotal resourcecon-

sumption. Only one instanceof this processrunsat a

time, and processings comparatiely CPU intensve.

Onafastdual-processanode this steptakesonly 10-20

secondsbut cantake minuteson a moreloadedunipro-

cessor With thesetimesandthe dependenprocessing
stepsthegraphsfor the perslicestatisticgendto lagno

morethan 10-15minutesbehindthe currenttime. The

tablesjn contrastareupdatedn realtime with thelatest
gatheredlata.

Update Slivers — Takes the perslice update le and
splitsit by nodeto generateersliver les. It thentakes
all of the persliver les andupdateshe corresponding
RRD databasesOn a fastdual-processomachinewith
two harddrivesin aRAIDO con guration,this steptakes
150-250seconds. On a slower uniprocessarthis step
cantake over 2000seconds.

Thebene t of this partitionedapproachs thatwe canop-
timize (to the extent possible)the amountof lag seenby
users’. Themostcommonly-usegbortions,the node-centric
and slice-centrictablesare always up to datewith respect
to the most recentdatagathered. The graphsfor the node
metricsare also recent,and only on slow systemswill the
slice summarygraphsbe delayed.Finally, the graphsfor the
sliver metrics,which consumehe mostresourcesandarethe
least-frequentlyusedportion of the system,can experience
themostlag.

3To clarify, we usethetermlagto de ne thetime differencebetweerthe
mostrecentvaluein the systemversushe currentwall-clock time

An interestingadditionalbene t of this approacthasbeen
theability to tunethelagto reduceheat-inducedtressonthe
disks. We have found that 1U rack-mountedsystemsoften
cannotef ciently dissipatethe heatfrom drivesrunning at
full seekcapacity andthatthe overheatingdrivescausereg-
ular systemlock-upsrangingfrom severalsecondgo over a
minute at a time. By addingdelayloopsinto the processes
that updatethe RRD database$or the slice summariesand
slivers, we canreducethe heatbuildup in thesesystemsor
thecostof someextralagin thegraphs.

3.4 NodeSelection

As CoMon's utility increasedso did mary users'desiresto
do somethingwith CoMon's data,which led to the develop-
mentof nodeselectiorsupport.Originally, CoMonusershad
several less-than-appealingptionswhentrying to incorpo-
rateCoMoninto othersystemsthey could screen-scrapthe
HTML tables,they could directly querythe sensorsor they
could copy-and-pasta@latafrom their browsers.Somemech-
anismswasneededo automatehis processandleveragethe
supportCoMon alreadyhad developed. This part of the de-
signhadseveralguiding principles: keepthe processassim-
ple aspossible,make it easilyaccessiblg¢o peoplefamiliar
with C, allow it to be easilyscriptable andreducethe “buy-
in” necessaryor usersto adoptthe solution.

We ultimately choseto extend the table metale that
CoMon generateso be usedwith the CGI applicationthat
generatesll CoMontables.By doingso,we addvirtually no
overheado the procesof generatingegular CoMon pages,
makingthe infrastructurechangerelatively transparent.We
passthe selectioncriteriain the URL itself, makingit easy
to be usedboth with browsersaswell as standalonedown-
loading tools suchas curl andwget , popularin scripts.
We optedfor asimple,C-like syntax(with matchingoperator
precedencefor specifyingnodes,sinceit wascompactand
would be easilyrecognizabldo mostof our targetaudience.
While thesechoicesarenot ultimately asexpressive asother
options,we felt thatthey presentedh goodbalancebetween
simplicity andutility .

Whenthenodeselectiorsupportis used eachrow is tested



againstthe selectioncriteria, andif the statemenevaluates
positively, thenodeis includedin thedisplay Columnnames
aretreatedik e variables andthe standardsetof comparison
operationsareprovided. To geta senseof how this selection
works, the following text can be addedto the node-centric
table's URL to selectlightly-loadednodesonly:

select=tesptime> 0 && 1minload < 5&& liveslices< =
5

Specifyinganonzeraesponséime selectonly live nodes,
while specifyinga 1 minuteloadof lessthan5 andfewerthan
5 slicesactively runningfurtherrestrictsit to only thosenodes
thathave relatively little work competingfor the CPU*. The
selectioncriteria can also be usedto identify problematic
nodessuchasthis example:

select=drift > 1mjj (dnsludp> 80&& dns2udp> 80)jj
(resptime> 0&& gbfree< 5)jj sshstatus> 2h'

This selectsfor four types of problems— clock drifts
greaterthan 1 minute, primary and secondaryDNS failure
ratesabove 80%, live nodesthat are running shorton free
disk space,and nodeswherethe SSHdaemonhasbeenre-
fusing connectiondor over 2 hours. This kind of selection
statementvould be usefulto groupslik e PlanetLabs opera-
tionsstaf in orderto identify problematimodesandperhaps
shav themon a Web page. However, whenwe combinethe
two selectioncateyoriestogetheywe can nd nodeswith low
load andwithout problems:

select='(resptime> 0&& 1minload< 5&& liveslices< =
5) && ((drift > 1mjj (dnsludp> 80 && dns2udp> 80)
ji gbfree< 5jj sshstatus> 2h) == 0)'

Users can further specify the  directive
format=nameonly in the URL to specify that in-
steadof generatingHTML tablesas output, CoMon should
produceonly a list of nodenamesn text format. This kind
of URL is theneasilyamenabléo usein scripts.

The additionalcodeto supportthesefeaturesconsistsof
a simple parserand evaluator and someadditional support
whengeneratinghetablemeta les. In total, this nodeselec-
tion codeamountdo lessthan300additionalsemicolon-lines
addedo the system.

The computationakostof this supportis relatively mod-
est,andis actuallyanetbene t for theinteractve user since
theextralateng in performingthe selections almostalways
recoveredby the lower time requiredby the browserto ren-
der fewer rows. Somesampletimes measuredat the sener
areprovidedin Table1 for the typesof selectionstatements
discussecdhbore. Note that while usingthe node selection
supportincreasesuntime,morecomplicatedstatementshat
reducethe amountof dataproducedcantake lesstime than
simplerstatements.

4Since PlanetLabis a sharedinfrastructure,higher load levels are not
uncommon

| TestName | Time | OutputSize |
base 90ms 2772KB
+ live 101ms 2331KB
+ low load 97ms 405KB
+ noproblems| 99ms 394KB
+ namenly 95ms 2KB

Tablel: Timesandoutputsizesresultingfrom variousselec-
tion options.

4 Discussion

While anopen-endediscussiorabouttherole of monitoring
in distributed systemsis beyond the scopeof this paper a
morefocuseddiscussioraboutCoMoncanbeshapedy two
questionshasit provensuccessfulandwill it keepworking.
We addresshesequestionselow.

4.1 DoesCoMon Work?

Thoughwe obviously cannotquantify theimpactof CoMon
in a controlledmannerwe canpresensomeevidenceof the
kinds of bene ts CoMonis producingfor PlanetLab While
all of theexamplesareanecdotalyve believe thatthe number
of themandtheirdiversitysenetoillustrateCoMon'simpact.

Two toolshave usedCoMon's outputto diagnoseoroblems
logginginto PlanetLab- onedevelopedby Neil Springcalled
why andour own tool, calledCoTest , which wasinspired
by Neil's script. Both tools are available as standalongoro-
gramsthatrun locally on a users machine. They download
datafrom CoMon and other sourcesand determineif sev-
eral commonproblemsare preventing usersfrom accessing
thenode. Thesetools sene asa self-helpmechanisnbefore
askingPlanetLalsupportto investigatdogin problems.

The developersof OpenDHT[12], a notableandwidely-
usedservicerunning on PlanetLab,used CoMon to iden-
tify whereproblemswerearisingin their service.OpenDHT
providesa publically-accessibldistributedhashtableacross
PlanetLab,andrelieson an event-driven sener process.In
normal operations,this sener should consumeCPU only
whendatais exchangedvith othercomputersput in excep-
tional conditions,it wasneedlesslspinning. Its extra CPU
consumptiordid notaffectthecorrectnessf its operationso
it wasnot initially noticedby its developers. With CoMon
shaving thatit wasoneof the largestconsumer®f CPU cy-
cleson PlanetLabijts developerswereableto nd thenodes
whereproblemswere arisingandtrack their causes.Fixing
the problemeliminatedthe spinning,improved OpenDHTS
latengy, andbroughtits pernodeCPUusagedown to 1-2%.

In anothercase, CoMon was usedto determinewhich
experimentwas freezing dozensof PlanetLabnodes. In
SeptembeR004,asthe NSDI papersubmissiordeadlineap-
proachedblocksof PlanetLalnodeshecamecompletelyun-
responsie in a few days. Dozensof nodeswere dying at
nearlythe sametime, andthe machinesverewedgedto the
point that only rebootswere ableto restartthem. However,
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Figure6: Screenshodf CoMon's node-centricview, sortedby the Live Slicescolumn. Theiconsnearthe nodenamesallow

for post-mortenslice snapshotandcurrentresourcaisage.

with noability to log into thenodesall themachinesequired
eitherremotepower cyclesvia power controlunits,or manual
resetsperformedby on-siteadministrators.Using CoMon's
snapshotsf sliceactivity for eachdeadnode wewereableto
identify theslicethatwasresponsiblendthemechanisnthat
wascausingthe nodesto freeze. The slice wasquickly allo-
catinglarge amountsof memory exhaustingswap spaceand
triggeringakernellock-uponthenodes.Theproblemsdisap-
pearedvhentheslice stoppedunningon othernodes.With-
out CoMon, the problematicslicewould nothave beeneasily
identi ed, andthesituationmighthave worsenealoserto the
NSDI deadline.

In responseto the swap memory exhaustion problem,
Andy Bavier developeda monitoringprogram,pl_mom, that
usesCoMon to help police swap usage. When a nodes
swap memoryusagecrosses giventhreshold pl_momuses
CoMonto determinewhich sliver is usingthe mostphysical
memory andkills it. While it would be desirableto deter
mine which sliver is usingthe mostswap, this accountings
unavailablein Linux, and physicalmemoryconsumptionis
oftenhighly correlatedo swapconsumptionn PlanetLabAs
aprecautionijf swapusagecontinuego grow afterkilling the
largestmemoryconsumerpl_mom rebootsthe node. While
this option is undesirablean automaticrebootis preferable
to the nodefreezingandrequiringmanualintervention.

A nal piece of evidence illustrates our belief about
CoMonbeingsufcient for anumberof monitoringtasks.We
have repeatedlyrecevedrequestfor CoMonto includeper
slice disk usagein its slice-centricinformation. Disk space

is generallyquite available on most PlanetLabnodes,and
is not much of a contendedesource sinceevery slice has
its own 5GB quota. Having individual experimentanonitor
ing their own disk spaceusing ary sort of parallel sshtool
would be quite trivial. However, by having this value avail-
ablein CoMon, userscould more easily monitor their own
experimentsandretainthebene tsof historyandloggingthat
CoMon provides. We have not yet beenableto includethis
informationbecaus€oMon, runningin its own vsener con-
text, doesnot have theprivilegeto view thedisk consumption
of otherslices. However, we arein the processof receving
thenecessarynformationvia the Properservice[10].

4.2 DoesCoMon Scale?

It is reasonabléo askwhetherthe approachwe have takenis
the right approachto make a large-scalemonitoring system
scale. Given our experiencesand the measurementsf the
currentsystemwe arefairly con dentthatour currentdesign
can handlea factor of ten expansionin PlanetLabwithout
muchconcern. The partsof the monitoring systemthat run
on a x ed schedulelike the datagathering,are not a scal-
ability issue. The sliver processingautomaticallyadjustsits
frequeng basedon the amountof work neededso Planet-
Lab'sgrowthwill only causeanincreasedagin thepersliver
graphs.If the numberof sliversincreasesy a factorof 15,
the lag in the sliver graphswould increaseto one hour, as-
sumingour currenthardwarestays x ed (dual processoB.2
GHz Xeon,two SATA drivesin a RAIDO con guration).



Anotheroption for copingwith scaleis to add morelazi-
nessnto thedataprocessingideally avoiding mostwork un-
til a graphor tableis requested.Even at our currentscale,
we canconsiderwhetherpersliver databaseipdatescanbe
donelazily. The currentgraphsin CoMon display datafor
48 hours,soif no datafrom a sliver is graphedn 48 hours,
thenall databaseipdategperformedin thattime are simply
wastedwork. Otherwise theseupdatesanbe viewedasea-
ger updateswhich reducethe lateng involvedin producing
thegraphondemand.

The dif culty in this approachwould be determininghow
muchwork needsto be doneto make the graphinglateng
tolerable.If only the raw datais keptandthe sliver graphis
built completelyon demandfrom it, thenthe lateng is the
time requiredto parsetwo daysworth of dataandloadit into
thegraphingtool. At currentscalethisis slightly morethanl
GB of text, which would take 30 seconddo readat the max-
imum sustainechandwidthof mostdrives. Readinga bzip-
compresseudersionwould still take 3 secondshut wouldalso
requirea signi cant amountof CPU for decompressionin
our experimentswith compressingCoMon data,bzip2 com-
presseshe datato almosthalf the sizeachieved by gzip, but
requireamorethan25timesasmuchCPUfor decompression.

Keepingall of theraw datain main memoryfor the most
recenttwo daysis technicallypossible andwould eliminate
disk bandwidthissues. Without ary compressionthis ap-
proachwould begin to breakdown at threetimes our cur
rent scale,since it would exhaustthe physical memory of
the machine. Beyond this point, the steeppenaltiesof us-
ing demand-pagedrtual memorywould becomea problem,
andwould likely causethis approachto be infeasible. How-
ever, somehybrid approach.especiallyusing compression,
maywork for the mostpopularsetof sliver graphs.

In thelongrun, we believe thatsomeform of processingr
indexing is necessaryo malke the persliver graphsusablein
realtime, so a purely lazy approactmay never work. Find-
ing the right tradeofs at larger scalewill continueto be an
interestingareafor CoMon to explore. The possibledesign
spaces large,anddifferentapproachewill havetradeofsre-
latedto resourceconsumptionlatengy, lag, andtheimpactof
popularitydistributions. We intendto explore someof these
issuedn futurework.

5 RelatedWork

The project most closely relatedto CoMon is Ganglia[9],

which hasbeenwidely adoptedor monitoringcomputeclus-
ters. Thesesystemstend to have different workloadsand
propertiegshanPlanetLab- in particulay theseervironments
tend not to have the wide swingsin resourceconsumption
seenon PlanetLabnor do they generallyhave to copewith

resourcesharingat the scaleof Planetlakexperimentssothe
perslivermonitoringwhich causeshescalabilityconcernsn

CoMonis absentn Ganglia. While Gangliahasaddedsup-
portfor moredistributedervironmentsandhasbeenrunning
onPlanetLabit is understandablhata general-purpossys-

temwould be lessinterestedn this level of special-purpose
supportfor auniguesystem.Gangliadoesallow site-speci ¢
metricsto be addedto the datait collects,but in our case,
metricssuchassliver resourcaisagearenot easilyintegrated
into the node-centridata. This kind of datagatheringpartly
motivatedmaking CoMon a separatesntity from CoDeeNs
monitoringsystem ratherthansimply extendingit.

Anothermonitoringsystemon PlanetLabPsEPR7] (for-
merly known as Trumpet),focuseson nding problemsvia
severalteststo gaugenodehealth. The rst main difference
betweerPsEPRandCoMonis in thetypesof testsperformed
— PSEPRS testslargely testthe PlanetLabinfrastructureit-
self, while mostof CoMon's testsare measuringfunctions
of the workloadsandslices. The seconddifferenceis in the
mechanisnusedto communicaténformation— PSEPRuses
the Jabbemprotocol[2], which providesa decentralizegub-
lish/subscribe&eommunicationghannel. While this approach
canbemorescalablehanCoMon's centralizecapproachwe
have notfound communicationsverheads$o beaconcerrat
our currentscale.Evenwith our currentapproachscalingto
10timesour currentsizewould not consumesnoughcentral-
ized monitoringbandwidthto beanissue.

Two deployment/managemeystems SWORD [11] and
PLuUSH [4], have featuresdesignedfor selectingnodesand
managingxperiments Thesecanbeviewedasmoresophis-
ticatedforms of solutionslike AppManager[3]. CoMon's
node selectionsupportperformssomefunctions similar to
thesesystems,but with fewer optionsand a C-like query
languageinsteadof an XML-basedone. While the use of
XML canprovide moreexpressvenesspur personakxperi-
encesuggestshatCoMon's selectsupportcanbe usedto de-
velop reasonablycomplex queries. In the future, if we nd
that specifying the query within the URL is too constrict-
ing, we may look at optionsto specify a separatdJRL that
pointsto the query However, the premisewe want to test
with CoMon's nodeselectionsupportis whethersomething
simpleandscriptableis goodenoughfor mary purposes.

Finally, no discussiorof monitoringsystemscanbe com-
pletewithoutmentioningSNMR thesimplenetwork manage-
mentprotocol[8]. This systemis widely usedandsupported
by commerciatoolssuchasHP's OpenMew [1]. It provides
anopenprotocolformatthatcanbe usedto monitora variety
of differenttypesof equipmentusingavendorsuppliednan-
agemeninformationbasgMIB) thatprovidesthespeci csof
thekinds of monitoringprovidedby eachpieceof hardware.
SNMP's hierarchicalMIBs plus associatedontrol software
providearich ervironmentwhichwe initially consideredis-
ing for CoDeeNmonitoring. Eventually we determinedhat
the MIME-headerformat was simpler to use, expand, and
processwhile still meetingour needs.

6 Conclusion

CoMon, a wide-areamonitoring systemfor PlanetLab,is
a narronly-tailored systemdesignedto help provide useful
monitoring and delugging information for a uniqueworld-



wide platform. Becauseof the special nature of Plan-
etLab, CoMon facesa numberof challengesnot seenin
othermonitoring systems.Among theseare extremelylarge
scalefor infrequently-usediata,andthe desireto ef ciently
devise actve measurementshat provide insight into the
(mal)functioningof a nodewithoutrevealingtoo muchinfor-
mationaboutwhatis runningonit. In the processof devel-
oping CoMon, we have learneda numberof usefullessons
rangingfrom simplicity in design,sparsebut effective user
interfacesandC-friendly querymechanisms.
CoMonhasprovenusefulin expandingthenumberof peo-
ple who canhelpidentify andnarronv problemsoccurringin
PlanetLab,allowing the maintenancef PlanetLabto scale
asthe systemgrows larger. In addition, CoMon hashelped
in post-mortemanalyse®f problematiceventsin PlanetLab,
and has provided someimpetusfor developing automated
systemsthat prevent their recurrence. Anecdotalevidence
suggestghat researchersising PlanetLabalso bene t from
having CoMon provide passie monitoringandhistoricalin-
formationfor their experiments.We expectthat thesebene-
ts to continueasPlanetLalgrows,attractamoreresearchers,
and encountersan ever-expandingrangeof workloads. We
alsoexpectthatmonitoringsucha systemwill preseninter
estingopportunitiesandlessonsn thefuture.
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